HARDWARE SECURITY SOLUTION 





SECURITY DYNAMICS ACCESS CONTROL MODULE 





This application note facilitates the configuration of the Security Dynamics Access Control Module (ACM) with WinFrame.  The Security Dynamics  Access Control Module is a hardware-resident access-control system with accompanying  credit card size SecureID cards. When installed in a physically secure area and used properly, the ACM protects a WinFrame server by preventing unauthorized persons from access, while allowing authorized users to gain entry easily.  





The Security Dynamics ACM system can be used to secure:





1.WinFrame Remote Access connections





2. WinFrame  ICA dial-in connections





The ACM does this without restricting ports to dial in only. The ACM allows dial out and call back with RAS and Winstations respectively. The Security Dynamics ACM system is composed of two elements:





The Access Control Module (hardware), which is a highly secure communications controller that connects and disconnects the input / output lines to the protected host computer.





The SecureID card(s), credit card sized microprocessing unit(s) that calculate and display codes that change unpredictable at a specified interval, 





Requirements





Citrix WinFrame Server version 1.50 or higher 





Security Dynamics Equipment 





ACM/400 hardware running software, Version 1.12A or later





Credit card  sized microprocessing SecureID cards.





NOTE: One of the Cards must be an Administrator  level card





�



Using Security Dynamics Hardware with Citrix WinFrame RAS 





Possible Connectivity options.





	Below is a chart listing connectivity options for the various WinFrame clients and their compatibility with remote node dial in connections.  The listing across the top row indicates the WinFrame client being used to run a remote control session.  The listing along the left-hand column identifies the dial up client being used.  





NOTE: For the RAS configurations, a dial up connection to a RAS server must be established first.  Then, a WinFrame client can be used to connect to a WinFrame Server over the dial up connection.





	





Connectivity Options Chart





�
ACM connected to a WinFrame RAS server for dial in and dial out�
�
�
�
�
WFClient for DOS�
WFClient for Windows 16bit�
WFClient for Windows 32bit�
�
Windows 3.1 RAS�
no�
yes


netbios only�
no�
�
Citrix WinFrame 1.5x or Windows NT 3.5x RAS�
no�
no�
yes�
�
Windows 95 Dial up Networking�
yes�
no�
yes�
�
WinFrame Dial up Manager for DOS�
yes�
yes


�
no�
�
WinFrame Dial up Manager for Windows 3.1x�
no�
yes�
no�
�
�



Integration


Install the WinFrame Server per the WinFrame Server Installation Guide. To ensure working configurations.connect and configure  terminals and remote PCs per the WinFrame System Administrator’s Guide, without the SecureID product.





NOTE:  For best asynchronous connectivity performance, equip the WinFrame Server with an intelligent multiport adapter.





Two connectivity scenarios are described utilizing the SecureID equipment with the WinFrame Server:





The ACM connected to a WinFrame RAS server for dial in and dial out.





The ACM connected to a WinFrame Winstation port for dial in and call back.








A.  WinFrame RAS Server Configuration:





With a text editor, Edit the modem.inf file located in <WinDir>\system32\ras.   Find the section with the specific modem you are using  and set the “MAXCONNECTBPS=” to match the speed of  your modem and ACM.





Note: The fastest  baud rate that the ACM currently can handle is  38400. This must be done before configuring the RAS port for a specific modem.





Install and configure RAS as per WinFrame Server installation manual.





Connect  and configure modems and clients as per the WinFrame installation manual. 





Dial into the RAS port with a valid client to verify that the RAS connection works . 


	





B.  WinFrame Server Winstation Configuration





Run Winstation Configuration in the Administrative Tools group. 





Create a new Winstation with the following parameters:





Transport:			Netbios, IPX, or TCPIP (depending on 				the client will be running in part D 					is section.)





C.  ACM Configuration:





Using modem or straight-through cables connect the ACM between the WinFrame port and the host modem as outlined in the ACM installation manual. 





With a TTY terminal client, dial into the host modem connected to the DTE terminal on the ACM or connect via direct connect  to the DTE input of another port using a null modem cable.





Select different  baud rates until you receive an “Enter PASSCODE:” prompt in terminal mode.  





Enter an  ADMIN  SecureID passcode to enter the Administration utility.





Configure the ACM  as outlined in the ACM installation manual for valid users and SecureID cards.��Note:  You must have the SecureID serial number found on each SecureID card configured for each specific user who will have through the ACM.�


Under the Main Administration menu, go to channel settings to configure the ports.  Set the dial in dialout port with the modem as follow:





Baud rate: 			(equal to the RAS server and 						modem) . The fastest  Baud rate that 					the ACM currently can handle is  					38400.





Data Bits: 			7 or 8 to match the RAS server 					(default=8)





Parity:				None, Even Odd, Mark, or Space to 					match RAS server.





Protocol:			DCD at modem and DCD at Host 					(default = d-d)





Host Command Mode:	 Enable, Text, same as channel 					baud rate (t##)





Dialout: 			Y (enabled) 





Note:  Always have dial out enabled on the ACM so that it allows the RAS server to initialize and set the modem to auto answer after each call.  Also for dial out to function properly, your ACM hardware may require Host and modem adapters to be attached to each port of your ACM.  Various revisions of the ACM hardware exist, requiring different models of these adapters.





Note:  Cabling Issues In order for the ACM to Function Properly, it is very important  that the cables used to connect devices to the ACM hardware are properly configured.  The cables should include the following pins: 1, 2, 3, 4, 5, 6, 7, 8, 29, and 22.  The dialout option, in particular, is reliant on pin 22 (Ring Indicator) to function properly.  The cable connecting the modem to the ACM’s DTE port must  support pin 22 or the dialout function will not work. When the ring indicator connection protocol is selected, the cable connecting the ACM on either the modem or the host side of the ACM will require pin 22, depending on the particular setting selected.		


 


D.  RAS Client





Depending on the client dial in software being used, install as outlined per the application’s installation manual.





Create an entry.





Select the compatible transport from part B of this section.





Set the Baud rate Equal to the channel connection of ACM and RAS server.





Select a setting called “Terminal mode on connect” , “Post Connect Terminal mode” or similar variations.   





Dial into the RAS Server/ACM/modem with proper username and password if not already configured.





The Terminal screen will appear and an “Enter PASSCODE:” prompt will be displayed.  Type your PIN and CARDCODE and press <enter>.





Run the appropriate WinFrame client outlined in the above table.





E.  WinFrame Client Software.





Install and run the proper WinFrame Client outlined in the chart above.





Add a new entry and select user specific settings and the following:





Transport:		Netbios, IPX, TCPIP (Depending on what 				 of transport the Winstation is configured for 			part B.





Device :		com#:(same baud as Winstation) - (modem 				connected to client.)





Phone Number:	Phone number of the Dial in Winstation 				modem





Select the configured entry to dial into the Winstation.





An “Enter PASSCODE:” prompt will be displayed.  Type your PIN and CARDCODE and press <enter>


�






Using Security Dynamics Hardware with Citrix WinFrame ICA Dial In 


 (DOS WinFrame Client)


 


Possible Connectivity options





	Below is a chart listing the connectivity options for the WinFrame DOS client with  the ACM.  This listing across the top indicates The operating system and the WinFrame client that is being used.  The listing along the left hand column indicates a configuration of the Winstation and the ACM.  








�
The DOS WFClient running under DOS�
�
modem connected to ACM connected to a winstation com port for dial in only�
yes�
�
modem connected to ACM connected to a winstation com port for dial in and call back�
yes�
�
Direct async connection to ACM connected to a winstation com port for direct connect only�
yes�
�



A.  WinFrame Server Winstation Configuration





1. 	From the WinFrame console, use the Winstation Configuration utility in the Administrative Tools program group to configure an ICA dial-in winstation terminal with the following parameters:





Transport:			Async





Device: 			The com port  connected to the 					modem via the ACM. 





Baud rate:			Match the ACM and the Modem.  					The fastest  baud rate that the ACM 					currently can handle is  38400.





Device connect on:		DCD





Modem:			Choose none for a direct 						asynchronous connection or  select a 					modem.  If your modem is not listed, 				select a compatible modem or check 					your modem documentation for					proper	initialization strings.








B.  ACM Configuration:





Using a modem or straight-through cable, connect the ACM Between the WinFrame Winstation com port and the modem as outlined in the ACM installation manual. 





With a TTY terminal client, dial into the host modem connected to the DTE terminal on the ACM or connect via direct connect  to the DTE input of another port using a null modem cable.





Select different  baud rates until you receive an “Enter PASSCODE:” prompt in terminal mode.  





Enter an  ADMIN  SecureID passcode to enter the Administration utility.





Configure the ACM  as outlined in the ACM installation manual for valid users and SecureID cards.





Under the Main Administration menu, go to channel settings to configure the ports.  Set the dial in dial out port with the modem as follow:





Baud rate: 			The fastest  Baud rate that 						the ACM currently can handle is  					38400.





Data Bits: 			7 or 8 to match the RAS server 					(default=8)





Parity:				None, Even Odd, Mark, or Space to 					match RAS server.





Protocol:			DCD at modem and DCD at Host 					(default = d-d)





Host Command Mode:	 Enable, Text, same as channel 					baud rate (t##)





Dialout:			Y (enabled) 





Note:  Always have dial out enabled on the ACM so that it allows the WinFrame server to initialize and set the modem to auto answer after each call.  Also for dial out to function properly, your ACM hardware may require Host and modem adapters to be attached to each port of your ACM.  Various revisions of the ACM hardware exist, requiring different models of these adapters.





Note:  Cabling Issues In order for the ACM to Function Properly, it is very important  that the cables used to connect devices to the ACM hardware are properly configured.  The cables should include the following pins: 1, 2, 3, 4, 5, 6, 7, 8, 29, and 22.  The dial out option, in particular, is reliant on pin 22 (Ring Indicator) to function properly.  The cable connecting the modem to the ACM’s DTE port must  support pin 22 or the dial out function will not work. When the ring indicator connection protocol is selected, the cable connecting the ACM on either the modem or the host side of the ACM will require pin 22, depending on the particular setting selected.		











E.  WinFrame Client Software.





Install and run the DOS WinFrame client under DOS .





Add a new entry and select user specific settings and the following:





Transport:		Serial





Device :		com#:(same baud as Winstation) - (modem 				connected to client.)





Phone Number:	Phone number of the Dial in Winstation 				modem





Select the configured entry to dial into the Winstation.





An “Enter PASSCODE:” prompt will be displayed.  Type your PIN and CARDCODE and press <enter>














.











