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Important Information

e Copyright

This publication is protected under international copyright laws, with all rights reserved.

No part of this manual, including the products and software described in it, may be reproduced,
transmitted, transcribed, stored in a retrieval system, or translated into any language in any form
or by any means, except documentation kept by the purchaser for backup purposes, without the
express written permission of IGEL Technology GmbH.

e Disclaimer

The information in this document is subject to change without notice. IGEL Technology GmbH
makes no representations or warranties with respect to the contents hereof, and specifically
disclaims any implied warranties of merchantability or fitness for any particular purpose. Further,
IGEL Technology GmbH reserves the right to revise this publication and to make changes from
time to time in the content hereof without obligation of IGEL Technology GmbH to notify any
person of such revision or changes.

e Trademark Recognition
IGEL is a registered trademark of IGEL Technology GmbH.

SAP DB is a trademark of SAP AG.

Windows, Windows 95, Windows NT, Windows 2000, Windows XP and Windows 2003 are
either registered trademarks or trademarks of Microsoft Corporation.

Java is a registered trademark of Sun Microsystems, Inc.
All other products and corporate names appearing in this manual may or may not be registered

trademarks or copyrights of their respective companies, and are used only for identification or
explanation and to the owner’s benefit.

Specifications and information contained in this manual are furnished for
informational use only, and are subject to change at any time without
notice, and should not be construed as a commitment by IGEL
Technology GmbH.

IGEL Technology GmbH assumes no responsibility or liability for any
errors or inaccuracies that may appear in this manual, including the
products and software described in it.

Copyright © 2006 IGEL Technology GmbH. All Rights Reserved.
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1 Introduction

This document contains information about the usage of IGEL Remote Manager.

For the installation of the product, please refer to the IGEL Remote Manager Installation Guide.
Detailed descriptions of the Thin Client parameters are described in the Thin Client’s User
Guide.

2 Prerequisites

This document assumes a working installation of the IGEL Remote Manager and at least one
IGEL Thin Client that can be administered.

3 The Components

The IGEL Remote Manager consists of the SQL Database SAP DB, the IGEL Remote Manager
Server and the IGEL Remote Manager Console. The IGEL Remote Manager Server is actually
split up into two parts, the TC Server and the GUI Server. The TC Server provides the
configuration data to the Thin Clients while the GUI Server communicates with the IGEL
Remote Manager Console; the data transfer between TC Server and Thin Clients or GUI Server
and Remote Manager Console is SSL-encrypted.

As you can see in the figure below, the Remote Manager Console may be installed on a
different computer to that where the IGEL Remote Manager Server is installed.

SQL Database

4y
o)
<
®
@

L1l

HTTPS

TC Server GUI Server

I

Thin Clients

Figure 3-1 IGEL Remote Manager Components

Every configuration of the managed Thin Clients is stored in the database.

Configuration changes are made only in the database and transferred to the Thin Client on
demand.

The Thin Client can retrieve its information from the database at boot time or you can manually
send the new configuration to a set of Thin Clients.

The IGEL Remote Manager Console is the interface to the Remote Management Server.

It connects to the GUI, executes all the database accesses and provides data encryption.

The following chapters give you detailed information on the usage of the IGEL Remote Manager
Console.
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4 First steps

4.1 Connecting to an IGEL Remote Management Server

—ini x|

Conneck  Mew  Thin Clients  Scheduled Jobs Search Misc  Help

¢|a|t|e|n|s|w Q]

BR|IGEL Rermote Manager
o] Profiles

_| Thin Clients Connect to .. |

e Wigwg

Szar fan Thin Clients |

Figure 4-1 First screen after start

After launching IGEL Remote Manager Console, you need to connect to an IGEL Remote
Manager server. Click to the Connect to ... button in the middle of the screen or choose
connect from the menu bar and select Connect to ....

Enter the login data into the popup window as follows:

x

Remate Management Server Ilm-sewer

Part |saa3
Uzer Mame Ilm-admin
Pazzword 1HHHH'ﬂ'ﬂ'ﬂ'l

Connect I Cahicel |

Figure 4-2 Connect window

Remote Management Server: If you have installed the IGEL Remote Manager Console and
Server on the same machine, you can use the hostname localhost. If you only installed the
IGEL Remote Manager Console, enter the hostname of the server you wish to connect to.

Port: This number specifies the port on which the IGEL Remote Manager GUI server accepts
connections. This port is by default set to 8443 but may be altered using the IGEL Remote
Manager Administration tool.

User name and Password: Specify the user name of the database user account that was
created during installation of the IGEL Remote Manager Server.
After pressing the Connect button, you will be connected to your IGEL Remote Manager Server.

Note: The server name, the port and the user name that are entered here are stored for future
connect procedures. When connecting next time, you just enter the password.
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4.2 Scanning for Thin Clients

Click the Scan for Thin Clients button or select it from the menu bar via the Connect to...
dialog. A window pops up - select the network you want to scan.

You can use either your local network or an IP range (depending on your network structure).
In order to save time, the use of IP ranges is restricted to class B network ranges. For larger
networks and scanning ranges in different networks you can specify a list of network ranges.

SEanning for Thin |

% Laocal Metwork of the R Serves
= |P Range

Fram

T
= Ligt of IP Ranges  Edit List |

[~ Use TCF for scanning

Scan I Cancel |

Figure 4-3 Scan window

The scan options are:
e Local Network of the RM Server
This sends a broadcast through the network, in which the IGEL Remote Manager
Server is located. (Please remember that this might be a different network segment
to that of the IGEL Remote Manager Console!)
If the server on which IGEL Remote Manager Server is installed has multiple
network interfaces, only the first is used to send out the broadcast.

e IP Range
Every IP in the defined range is contacted by sending a message to it, even if
routers prevent broadcast messages.

e Lijst of IP Ranges
If multiple network segments need to be scanned, you may set a list of ranges.
Use the Edit List button and add ranges via the Add... button this window:

x

Fram To [ maa. |
T2 16300 192.163.0.200

W adify..

EE
Delzte |
| ok |

Ok

Figure 4-4 IP Range Edit Window

e Use TCP for scanning
Choose this option to use TCP instead of UDP for scanning. With TCP scanning
works more reliable in some networks, on the other hand it will take a longer time.

Once you have specified the suitable options, click the Scan button in the scan window (Figure
4.3).

Note: A Thin Client needs to be up and running in order to scan it. Furthermore, the firmware of
the Thin Client needs to support the IGEL Remote Manager software.
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4 Thin Clients were found.

Cerificate =... MAC Address M ame IP Address Product Include
= O0EOCR549FER dhepl52.igel de 1921680152 IGEL-R300 L+ Premitum [
Ves O0EOCES919E1 dhepl190.igel. de 192.168.0.190 IGEL-5128 L Premium r
Tes QOEOCHRS2CTF dhepl78.igelde 1921680178 IGEL-5300 L Premium -
Vs OOEOCREFEC2E dhepl87.i0el de 1921680187 IGEL-432 L= Winastra -

Select Mew Ones |

Ireeert Selection |

[ Putin directany: I.v'Thin Clients!

Cahcel |

o ]

Figure 4-5 Scan result window

After scanning has finished, the detected Thin Clients are displayed in the Scan result window.
In the first column, you can see if a Thin Client already has a certificate from an IGEL Remote
Manager Server. You need the correct certificate to access this Thin Client (see chapter 9).

When the Thin Client is registered in the IGEL Remote Manager database, the certificate of this
server is stored on the Thin Client. Future accesses to this Thin Client will be validated against
this certificate. Only the holder of the other private part of the certificate is allowed to control the
Thin Client. (For details on certificates, see chapter 9)

Columns 2-5 contain information that allows easier identification of the Thin Clients (MAC
address, terminal name, IP address and the product name).

Use the checkboxes in the last column to select which Thin Client(s) you want to register in your
IGEL Remote Manager database. After confirming your choice by clicking OK, the Thin Client(s)
will be registered to your database.

(This may take a while, depending on the performance of the IGEL Remote Manager Server
machine.)

After registration, a new window shows the result of the operation and any error messages.
Closing this window takes you back to the main screen.

x
MAC Addreszs M amne Reszult
QOEQCREYEC2E  |dhcpl8Y.igel.de ERROR: Certificate irvalid

DOEOCSE92C7F

dhipl 78.i0el.de

ERROR: Certificate irvalid

DOEOCS5913E1
DOEOCS545FER

ERROR: Certificate irvalid
]33

dhcpl390.igel.de
dhepl52.igel.de

Figure 4-6 Registration result window

Apart from scanning for Thin Clients you can also use the mass import functionality described in
Chapter 6.5.
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4.3 Launching the Remote Manager Console via Java Web Start

If you have installed J2SE 1.4.2 on your computer, you can launch the IGEL Remote Manager
Console without having it installed previously. Just enter the url

http://hostname:8080/start rm.html

in your browser or in the Java Web Start manager (hostname is name of the computer where
you have installed the Remote Manager Server).You can change the port number 8080 with the
Remote Manager Administrator tool

& Java Web Start-Anwendungsmanager 10l =l

Datel Anwendung Ansicht Hilfe

Speicherort: |http:muke:BI]BI]J’start_rm.html | - |

Anwendungen: Remote-Anwendungen

z- IGEL Remote Manager Konsole ‘ IGEL VHC Viewer

‘ Mehr Details 3% |

- s |

Figure 4-7 Starting from Java Web Start Manager

+} Start IGEL Remote Manager Console - Microsoft Internet Ex 1Ol x|
Datei Eearbeiten  Ansicht  Favoriten  Extras 7
d= Firiick ~ =) - @ ot | @Suchen [Fe] Favariten @ | %v = =

Adresse Iﬂj http:f hke:8080,'start_rm. html j | Links

-]

Start IGEL Eemote Manager Console
Start IGEL WNC Viewer

b

| B

|@ ’_ l_ l_ Lokales Inkranet

Figure 4-8 Starting from the browser

Two links to applications appear. Click on the link Start IGEL Remote Manager Console to
launch the Console. The second link launches an application which enables to shadow Thin
Clients (or PCs with a VNC server) via VNC (see section 6.8 Shadowing).

When you click on the link the application is downloaded to your local PC. Then you get a
warning, that the application requires full access to your PC and that you should not start it, but
start it nevertheless.

Next your are asked, if you want to integrate the application into your desktop environment, that
means if you want to have an icon on the desktop which you can use for launching the
application in the future. Now the IGEL Remote Manager Console is started and you can
connect to the Remote Manager Server. If you do so, you get again a security warning and you
have to confirm again.
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4.4 Changing the Locale of Remote Manager Console

By default the IGEL Remote Manager Console uses the locale (the language and other regional
settings) of your system. Currently, IGEL Remote Manager only supports the English and the
German locales. If the locale of your system is not supported, the English locale is automatically
used. However you can switch the locale manually. In order to do this, you must edit the
property file .irmgui.properties in your home directory (e.g. C:\Documents and
Settings\<usernames). This file is created when you use the Console the first time. Add the line
locale=en or locale=de for the English or the German locale respectively.

!s {irmgui.properties - Editor

Datei Bearbeiten Format  Ansicht #

#RM GUI Properties
#wed oct 11 10:31:26 CEST 2008

jprange=Local_Metwork

Tocale=en

rmuser=sko
Mp1ayerwarning_additional_accepted=true

Figure 4-9 Changing the localization

5 The User Interface

This chapter gives you an overview of the graphical user interface to IGEL Remote Manager.
The functionality is described in detail in the following chapters.

5.1 Main Screen

=10l

Connect  Mew ThindClients Scheduled Jobs  Search  Misc  Help

¢lala|nla]s|v|0]

3 IGEL Remate Manager MA&C Address  [D0E0-CE52-7F 8F Assigned Profiles
i) Profiles
[=+/_4 Thin Clients Prioduct IGEL-5300 L Premium
-0 i
B B s Firmwars 306100
TCOE Marme MyPremium-Mew
-8 TCo7
.. .. TCOR Last IP 182168.0138
-4 Administration Site l—
B MyPanaveo
M uPremium-M ew Department
-5 M yPremium-0id
52 Sales Comment Add B emaie
o Aszet D Indirect Assigned Prafiles
In-Service Date I
Serial Mumber

:
TC10 Save Description Data
-4 Views
------ 0l TestView

[# Edi Configuration |

Connected to akowalzik as sko

Figure 5-1 Main Screen

The main screen consists of two areas, the Remote Manager Tree panel on the left and a
content panel on the right. Depending on the selection in the tree, the content panel shows
either the content of the directory, information about a single Thin Client, or information on a
profile. The Remote Manager Tree is divided into three subtrees: Profiles, Thin Clients and
Views. All subtrees may contain directories.
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The Thin Clients subtree contains the Thin Clients registered in the database.

If you select a directory, the content panel displays the Thin Client Directory Content Page.
That page shows information about the content of the directory or assigned profiles.

(You can toggle the view by clicking the tabs in the upper left of the screen.)

Every Thin Client (identified by its MAC address) can only appear once in the Remote Manager
Tree. The name displayed in the tree can be freely modified. It is only used to identify the Thin
Client in the Remote Manager and is not necessary identical to the name of the Thin Client in
the network, although this internal name is set to the network name when you register the Thin
Client the first time. Any name need not be unique and can be used multiple times.

The color of the Thin Client(s) in the Remote Manager Tree shows two states:

Green if it is online and red if it is currently offline.

Detection is performed automatically by frequently sending UDP packets to the Thin Clients
which are currently shown in the Remote Manager Console.

The Profiles subtree allows you to manage your profiles. You can create directories to store
profiles and you can add, remove or modify the profiles in this part of the tree.

In the Remote Manager Tree you can use drag and drop or equivalently the keyboard shortcuts
Ctrl+X and Ctrl+V to perform the following actions:

e Select a number of Thin Clients, drag and drop them on a Thin Client Directory (or
equivalently select the Thin Clients press Cirl+X, select a Thin Client Directory and
press Ctrl+V) to move the Thin Clients to a different directory

e You can do the analogous with profiles.

e Select a directory drag and drop it on another (of the same type). So the first becomes
a subdirectory of the second.

e Select a number of Thin Clients and Thin Client Directories drag and drop them on a
profile. This results that the profile is assigned to the selected Thin Clients and Thin
Client directories

If you press the Del key the last selected item will be deleted.
The Views tree lists all defined views of Thin Clients. You can create new views, edit or delete

existing views and export the view’s result as XML file. This tree can also have sub folders to
organize your views.
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5.2 Main Menu Bar
The main menu bar contains these menu items:
e Connect

- Connect to ...: Allows you to establish a connection to an IGEL Remote Manager
Server

- Reconnect. Reconnects you to the previously used Server and refreshes all data.

- Disconnect: Disconnects you from the Server without closing the Console
application.

- Scan for Thin Clients: Allows you to scan for Thin Clients in the network.

- Exit: Exit and close IGEL Remote Manger Console

e New

- Directory: Depending on the selection in the Remote Manager Tree, you can
create a new directory.

- Profile: Creates a new profile in the profile subtree. If no profile directory is
currently selected, the new profile will be placed directly below the profiles node in
the Remote Manager Tree.

- Import Profile: Import a profile from an external profile — XML file.

- Thin Client: Opens a dialog to create manually a Thin Client. You have to enter the
MAC address and select a firmware version of the Thin Client. Then you can
configure the Thin Client. If automatic detection of the Remote Manager is set up
(see 6.7 Automatic Remote Manager Server Detection), the Thin Client with the
entered MAC address fetches its configuration the next time it is started.

- Import Thin Clients: Provides the possibility to import multiple Thin Clients at once
from a CSV list

- Scheduled Job: Creates a new job to be executed in the future.
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Thin Clients

Reboot. Send reboot command to the selected Thin Client(s).
Shutdown: Send shutdown command to the selected Thin Client(s).
Update: Send an update command to the selected Thin Client(s).

Wake up: Send wakeup packet(s) to the selected Thin Client(s).
This does not work well in networks with multiple network segments, because the
packet is a broadcast packet that is not routed in other subnets.

Reset to Factory Defaults: The selected Thin Client(s) are reset to factory defaults
and removed from the database.

Send Message: Send a message to the selected Thin Client(s) to be displayed on
the screen

MPlayer 2 Download Codecs: Thin Client(s) with MPlayer installed are advised to
reboot and download new additional Mplayer codecs.

MPLayer 2 Remove Codecs: Thin Client(s) with MPlayer installed are advised to
remove additional Mplayer codecs and reboot.

XPe > Create Firmware Snapshot: Create a firmware snapshot of Windows XP
embedded devices. The target server for the snapshot is defined the thin client’s
settings.

XPe > Download Firmware Snapshot: Assigns the Windows XPe-thin client to
download a firmware snapshot from the server defined in its settings.

XPe 2 Snapshots: Displays all snapshots stored on your server.
Shadow: The desktop of the selected Thin Clients is shadowed via VNC

Settings RM -> TC: Send all settings from the Remote Manager to selected Thin
Client(s). If the configuration has been changed, the values will be merged into the
current settings of the Thin Clients into the database.

Settings TC -> RM: Read settings from the selected Thin Client(s) into the Remote
Manager database. This operation modifies the database values of the Thin
Client(s); profiles are not affected.

Store Certificate: Send the server certificate to the Thin Client(s). This enables
authorization of the IGEL Remote Manager Server to those Thin Client(s). Every
subsequent access to the Thin Client will be validated against this certificate.

This prevents other IGEL Remote Mangers from reading or altering the Thin Client
configuration. After registration of the Thin Client, the certificate is automatically
stored on it locally, so this command makes only sense if you have removed the
certificate.

Remove Certificate: Causes the selected Thin Client(s) to erase the server
certificate(s). This allows any IGEL Remote Manager to take over control of your
Thin Client(s).

Remove: This operation completely removes the selected Thin Client(s) from the
database. If a Thin Client is offline, you get an error message at first, but you can
remove it nevertheless by clicking on the Remove offline TCs button, but be aware
that then it still tries to get settings from the Remote Manager at every reboot time
and it keeps the certificate

Take over settings from ...: With this function you can copy the settings of a
profile (with the same firmware) to the selected Thin Client(s). You can choose, if
you want to copy only active settings and if you want to add the sessions to the
existing ones or delete the existing ones.
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- Edit Configuration: Shows the configuration page of the selected Thin Client or
profile. Only one client or profile at a time may be configured. If you select multiple
profiles or Thin Clients and choose this option, only the element last activated will
be configured.

- Access Control: Allows the assignment of access rights for objects such as

folders, profiles or thin clients to different users of the Remote Manager (NOT users
on the thin client!).

e Scheduled Jobs

- Manage All Jobs: Takes you to the scheduled job configuration. Status
information, modifying and removal of scheduled jobs is available.

- Assign Jobs: Assigns a new job to the currently selected (in the Remote Manager
Tree) Thin Clients

e Search

- Thin Clients: Allows to search for thin clients by data such as name, IP address,
MAC address and other.

- Profiles: Allows to search for profiles by data such as name or firmware version.

- Views: Allows to search for views that have been defined before (see chapter Thin
Client Views).

e Misc

- Default Directories: Configure rules to automatically move Thin Clients to certain
directories when they get registered.

- Online Check: Configure if and how often it is checked, if the displayed Thin
Clients are online

- Look and Feel: Change the look and feel of the application. There are several
skins available that can be selected here. The default style is System.

- Firmware Statistics: Get an overview how many Thin Clients and profiles have the
different firmware versions

- Remove Unused Firmwares: Remove firmware versions currently not used from
the database (better performance!)

- Change Password: The currently logged in user can change his own password.
- Administrator Accounts: Create new RM Administrator users and groups.

- 8QL Console: Query directly the Remote Manager database (if you are familiar
with SQL). NOTE — doing so can damage the Remote Manager database!

e Help
- Help: View the online manual (substantially identical to this manual)

- Info: Pops up an information page displaying the exact version of your IGEL
Remote Manager and copyright information.
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Note: The functions Reboot, Shutdown, Update on next Boot, Settings RM -> TC and
Remove will query the local user, if the command should be executed immediately or during
next boot. If the user does not answer the query within a certain time, the command will be
carried out anyhow. The default delay is 20 seconds, but may be manipulated via the Client’s
registry: userinterface.rmagent.enable_usermessage allows you to turn off the query and
userinterface.rmagent.message_timeout is responsible for.

5.3 Thin Client Content Panel

When you select a Thin Client in the IGEL Remote Manager Tree, the right side of the main
screen displays the Thin Client Content Panel. This panel gives you information about the
selected Thin Client and allows you to modify the settings.

MAC Address IEIEI-E 0-C5-54-3F-EB Agzigned Profiles
Product IIGEL-EEDD L Premium O My IGEL
Firmmare fa.05.500
M amne IM w Dwn TC
Last [P |1 92168.0.152
Site
Departrment
Add Remave

|ndirect Azzigned Prafiles

Azzet (D

In-Service Date

|
|
Comrment I
|
|
Sernial Mumber I

Save Description D ata

[F Edit Corfiguration

Figure 5-2 Thin Client Content Panel

e MAC Address: This is the hardware address of the Thin Client.
All operations in the database use this string to refer to the Thin Client.

e Product: The product name of the Thin Client.

e Name: You may enter an arbitrary string to identify the Thin Client. This string is then
displayed in the IGEL Remote Manager Tree and should be self explanatory.
When the Thin Client is registered in the database, the currently set name of the
Thin Client will be used. (Further scanning will not overwrite this set name!)

e Last IP: The last known IP of the Thin Client.
This address is always updated if the Thin Client gets in contact with the IGEL
Remote Manager Server again.
(You may manually edit this value, if for some reason the Thin Client has a
different IP address since the last access and thus is not reachable for the IGEL
Remote Manager.)
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The other strings (Site, Department, Comment, Asset ID, In Service Date and Serial
Number) can be freely chosen to ease identification of your clients.

On the right side of the Thin Client Content Panel the Assigned Profiles and Indirect
Assigned Profiles are listed. You can assign new profiles or remove profile assignments to the
Thin Client by using the Add respectively the Remove button below the list of Assigned
Profiles.

The list of Indirect Assigned Profiles is for information only. This list shows profiles that are
assigned to directories that contain the specific Thin Client in the IGEL Remote Manager Tree.
If the Thin Client resides in a subdirectory, all the profiles assigned to this subdirectory and the
profiles assigned to the parent directory will be listed.

Change the profile assignments of the parent directory or move the Thin Client into another
location in order to change the indirect assigned profiles.

Double clicking on an entry in the profile list has selects this profile in the Remote Manager
Tree. If you point on an entry, a tool tip appears which shows the complete path where the
profile is stored and the internal id of the profile.

The profiles are sorted according to there precedence, that means a profile prior in the list
overrides settings of subsequent profiles. The precedence of a direct assigned profile is always
higher than a indirect assigned profile (see 9.5 Assigning Profiles for details).

On the bottom of the panel is the Edit Configuration button. This button leads you to the Thin

Client configuration that will pop up in a separate window. This window allows you to configure
the Thin Client settings (see 6.1 Modifying Thin Client Configuration).

5.4 Thin Client Directory Content Panel

Select a directory in the in the Thin Clients Subtree of the IGEL Remote Manager Tree to
show the Thin Client Directory Panel

Content | Azsigned Profiles |

M ame I IP &ddress I MAC Address I Product Firrware
|| Accounting -
|| Admirizstration
|| Production

] Sales
0 by Own TC 192168.0.152 DOEOCE545FER IGEL-B300 L+ Premi.. 3.05.500

Figure 5-3 Thin Client Directory Content Panel

The panel contains the tabs Content and Assigned Profiles. Using these tabs you can toggle
between the content and the profile view of the directory.

The Content view shows all objects located directly below the directory in the IGEL Remote
Manager Tree. Objects can either be Thin Clients or directories.

You can choose the columns to be displayed by clicking on the ellipsis in the upper right corner.
Double clicking an object will make this the active object in the IGEL Remote Manager Tree
and the content panel will change according to the selection.

You can also right click an object to make the corresponding context menu appear.

If you activate the Assigned Profiles, the profiles dedicated to this directory will be listed.

Once you activated the profile view, all the directories will show the profile unless you toggle the
view back to the context view. Use the Add and Remove button to alter the profile assignments.
Double clicking on the profile has the effect, that this profile is selected in the Remote Manager
Tree.

Note: Modifying the assignment affects the whole subtree below the current directory! \
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5.5 Profile Content Panel

Select a profile from the Profiles subtree in the IGEL Remote Manager Tree to display the

Profile Content Panel.

This panel allows you to change the profile assignments from the profile view.
Here, you add or remove Thin Clients or directories to the list of Assigned Objects.
This operation has the same effect as if you assign the profile to the object directly.

Azzigned Objects

0] 44y Own TC e

Hemowve

[

Cptimized for

IGEL-5300 L Prermiurn 3.05.500

Change |

[ Edit Corfiguration |

Figure 5-4 Profile Content Panel

When clicking Add, you will get a window that allows you to select one ore more objects.
Keep the Ctrl key pressed if you want to select multiple clients.

Use the Shift key if you want to select a range of objects.

If you double click on an assigned object to it becomes selected in the Remote Manager Tree.

The string below Optimized for indicates the original firmware version for the profile.
If you have different Thin Client models in your environment or your Thin Clients have different

firmware versions, they might have different features.

For example, if you created a profile based on Winestra, a browser session cannot be
configured. The configuration page of the profile will only provide configuration options that the
firmware version offers. Anyway, you can assign the profile to every Thin Client regardless its

firmware version.

If you want to change the firmware version on which the profile is based, click on the Change
button. Then you can select from the firmware versions which are available in the database.
Note that settings of parameters which are not present in the new firmware version are lost.

Below the firmware version is the button Edit Configuration. Pressing this button brings up the

configuration page of the profile.

Refer to section 9.4 Edit Profile Settings for more information about modifying profile

configurations.
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5.6 Profile Directory Content Panel

Directories in the Profiles subtree of the IGEL Remote Manager Tree are used only for
structural reasons. They have the same function as folders on a hard disk. You can have an
arbitrary number and levels of directories.

Profiles

[ My IGEL

(% Mew Profile

W Delete

= Mew Directary

% File Prafiles ...

Figure 5-5 Profile Directory Content Panel

If you activate such a directory in the IGEL Remote Manager Tree, the Profile Directory
Content Panel will appear in the content panel. The string in the upper left shows the name of
the current directory name.

Below the name is the content list of the selected directory. This list contains directories and
profiles that are located directly below the directory in the IGEL Remote Manager Tree.

If you double click an object, it will become the active object. The content page will change
according to the object type. Right clicking an object will give you access to the object’s context
menu.

On the right side of the content panel are several buttons. The buttons provide the following
functions:

e New Profile: The new profile page will pop up. This operation creates a new profile in
the selected directory. Please refer to section 9.2
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Creating Profiles for detailed information about creating profiles.

e Delete Profile: This option will only be available, if you have previously selected one or
more profiles from the list. When deleting the profile, all profile assignments will be
deleted as well.

e New Sub Directory: Creates a new directory inside the currently selected directory.
Please refer to section 9.1 Organizing Profiles for information about profile directories.

e Delete Sub Directory: Deletes the selected directory.
e File Profiles...: Allows you to move profiles into the current directory. You will get a

selection window to choose a single or multiple profile(s) that should be moved into the
current directory.

Note: When deleting a directory, the profiles inside of that directory will not be deleted! They will
be moved to the Profiles node in the IGEL Remote Manager Tree. Profile assignments will not
be affected.
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5.7 Context Menus

The IGEL Remote Manager Console provides context menus for directories, profiles and Thin
Clients (reachable by right mouse click).

The context menu for directories contains these entries:

# Move Thin Clients here
Rename

=] Mew Directory

Ml Delete

@ Access Conkral

Figure 5-6 Context menu of a directory

e Move Thin Clients here: You can move Thin Clients into the current directory by using
this item and selecting a single or a set of Thin Clients afterwards. Depending on what
is selected, it may also be Move profiles here or Move objects here.

e Rename: Modify the name of the current directory.

e New Sub Directory: Create a new directory inside of the currently selected directory.

e Delete: Delete the marked directory.

Note: When deleting a directory, the Thin Clients inside the directory will be moved to the Thin
Clients node. This automatically means that the Thin Client will lose all settings of profiles that
are associated with the deleted directory and possible mother directories!

Profiles will be moved to the Profiles node, but unchanged.

Objects will be treated intuitively as Thin Clients or profiles.

Febook

Shutdown

IUpdate

Wake up

Reset to Fackory Defaulks

Send Message
MPlawer
*Pe

Shadow

Setkings RM-=TC
Settings TC-=RM

Skaore Cerkificake
Femove Cettificate

Remowve

Take over settings from ...
[F Edit Configuration
@ Bccess Conkrol

Figure 5-7 Thin Client context menu

The context menu of Thin Clients has the same items as the Thin Clients menu of the main
menu bar. The difference is that only a single Thin Client can be affected by an operation.
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The context menu of profiles offers these options:

B Edit Configuration

Rename

T Delete

Eﬁ' Export Prafile
@ Access Control

Figure 5-8 Profile context menu

e Edit Configuration: Opens the configuration page for the selected profile.

e Rename: Allows you to modify the name of the profile.

e Delete: Removes the profile and all its assignments. The profile will be deleted from the
database and all data of the profile will be permanently lost.

5.8 Search Menus

Menu points Search - Thin Clients and Search > Profiles provide search and filter
functionality. Both, the profile search dialog and the thin client search dialog can be configured
to search for a certain criterion, if the criterion is case sensitive and the required accuracy the
profile’s or thin client’s attribute must match the criterion.

PA search Thin Clients |

Search Criterion IName j

Mame M arme -
IP Address

I Ewact match  [MAC Address

Froduct

FingFirmware

Froduct & Firrmware

Site

Departrent -

Cloze |

Figure 5-9 Thin Client search criteria

There are three levels for the accuracy:

e Exact match: the attribute is equal to the search criterion

e Contains: the attribute contains the text provided as search criterion

e Use Regular Expressions: the user can define a matching rule based on regular
expressions
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5.9 Shortcuts

Between the Main Menu Bar and the IGEL Remote Manager Tree reside some icons that are
shortcuts to several operations. Depending on the selection in the IGEL Remote Manager
Tree, some of them may not be active.

¢|s|sln|a|s|v|e|

Figure 5-10 Shortcut icons

From left to right they perform the following operations:
e New Sub Directory: Create a new directory inside of the currently selected directory.

e Move Objects here: Move Thin Client(s) or profile(s) into this directory by selecting
Thin Client(s) after clicking this icon.

e New Profile: Creates a new profile in the profile subtree. If no profile directory is
currently selected, the new profile is situated directly below the Profiles node in the
Remote Manager Tree.

e Delete: Deletes the selected object in the Remote Manger Tree.

e Edit Configuration: Takes you to the profile’s or the Thin Client’s configuration page.

6 Managing Thin Clients

6.1 Modifying Thin Client Configuration

In order to modify the configuration of a Thin Client, select the desired Thin Client in the
Remote Manager Tree and click the shortcut symbol or choose Edit configuration from the
main menu item Thin Clients. You can also click on the Thin Client with the right mouse button
and choose Edit configuration from the context menu.

zl
Ty I Displayl Networkl Updatel Sesswonsl VolF'l ICAl F|DF'| MF'Iayerl Devicesl F'rinterl Seculityl Hegistlyl

boardl Mousel Touch Screenl Soundl User Propertiesl Generall

Keyboard layout Kepboard type
B IGerman VI B IStandard PC Kepboard [104 Keys]LI
Character Repeat
Repeat delay B R00
shark | Iz
o )
Repeat rate B IBU
sl J fask
E [~ Enable dead keys & [ Disable ¥Keyboard extenzion

% [~ Start with numlock an

Cancel |

Figure 6-1 Configuration Window
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The configuration page of the Thin Client will pop up enabling you to modify the entries.
Please refer to the Thin Client’'s manual for detailed information about the configuration pages.

Each parameter in a configuration page contains either an open or closed lock. The open lock
(] means that the parameter can be modified here. A closed lock & indicates that this
parameter is defined in a profile assigned to the Thin Client itself or a directory that contains the
Thin Client. If you point on the lock, you get a tool tip, from which profile the value originates.

Note: Each parameter has two types of values, the values defined by the Thin Client and the
values defined by the profiles. They exist in parallel and the rule is that the profile settings
always have precedence. If you assign a profile with a value for a parameter and remove the
assignment, the value of the parameter changes back to its previous state. The profile value
does not get copied into the Thin Client settings!

After you have changed the configuration and pressed the Save button, you get asked whether
the settings take should take effect after next boot of the Thin Clients or now. In both cases at
first the settings are stored in the database. If you choose Next Reboot nothing else is done,
because at every boot the Thin Client fetches its settings automatically. If you choose Now the
new settings are transferred to the Thin Client immediately. If the Thin Client is currently offline,
this operation fails and the Thin Client gets its setting as recently as it boots again.

x

When should these chahges take effect?

Ok Cancel

Figure 6-2 Update data popup

Note: If you have chosen Now, the user in front of the Thin Client is asked, if the new settings
should apply immediately. As in the case with commands sent to the Thin Client (see 5.2 Main
Menu Bar), you can change this behavior by means of the registry parameters
userinterface.rmagent.enable_usermessage and
userinterface.rmagent.message_timeout.

6.2 Send Configuration

Configuration changes are done in the database and transferred regularly to the Thin Client on
system boot. If you want to update the configuration of the Thin Client instantly, you need to
initiate the data transfer manually. This can be achieved by selecting a Thin Client, a directory
or a group of Thin Clients and choosing Settings RM -> TC from the Thin Client menu. Keep
the Ctrl key pressed if you want to select multiple items. Use the Shift key if you want to select
a range of Thin Clients.
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Figure 6-3 Select action Settings RM -> TC from Thin Client menu
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Figure 6-4 Settings RM -> TC popup

After choosing the command, the above list of selected Thin Clients will appear.

You can now cancel the operation or click on Settings RM -> TC. The local settings of the Thin

Client will then be updated to the settings from the database. Again, on the Thin Client, a

message will pop up which informs the user about the new configuration and asks, if the new
configuration should take immediate effect or not. You can change this behavior as described

above.

6.3 Retrieve Configuration

When changing the configuration locally by using the Thin Clients built-in setup utility, the

configuration changes are usually transferred to the IGEL Remote Managers database. In case
of network failures or if the IGEL Remote Manager server was down, the configuration changes
might not be stored successfully. For such cases, perform the read out of the local settings from

the Thin Clients manually here.

Select the Thin Clients that you want to access and choose Settings TC -> RMfrom the

Thin Clients menu. Click Settings TC -> RM in the popup window that shows the selected Thin
Clients. Now the local settings will be gathered and the database will be updated accordingly.

\ Note: This operation is an exception and rarely required.
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6.4 Thin Client Codecs

This functionality only affects Thin Client models with Mplayer software installed. By default
there is just a basic package of codecs delivered as a component of the Thin Clients firmware.
Additional codecs can either be installed locally by the Thin Client’s user or remotely by the RM
Administrator. The codec source file can be configured in a profile or directly for Thin Client.

To advise a Thin Client to download additional Mplayer codecs select menu point Download
Codecs from the Thin Client menu. Note that a Thin Client must be online to receive this
command ( eventually first wake them up). Now the selected thin Clients will reboot and start
with the download and installation process.

Use menu point Thin Clients - Remove Codecs to remove the additional codecs. Codecs
integrated in the Thin Clients firmware are not affected by this command.

6.5 Registering from the Thin Client

Besides the way described in section 4.2 Scanning for Thin Clients there is another way to
register a Thin Client at the IGEL Remote Manager. In order to use this second method you
have to be in front of the Thin Client you want to register. If the application Register Client at
RM s not already present in the Application Launcher, select Register Client at RM on the
Config tab of the Application Launcher, select Register Client at RM, click on Edit and check
Enable in Application Launcher. Now start the Register Client at RM application from the
Application Launcher.

Register Client

Remate Manager [192.165.0.70

Fart Mumber |auun1

Directary | J

Fassword I

] .4 I Zancel |

Figure 6-5 Register Client at RM

Enter the Remote Manager Server and the server port (default 30001). Optionally choose a
directory of the Remote Manager Tree where the Thin Client is put. Finally enter the password
(initially it is the same as the Remote Manager user password, but you can specify a different
one with the Remote Manager Admin tool.) and click on OK.

6.6 Thin Client Mass — Import

Apart from the functionality described in section 4.2 and 6.2 there is another procedure for RM
Administrators to create Thin Client instances, without even having connected any of them.

You can create new Thin Clients by importing CSV (Comma Separated Values) files containing
all necessary data, in particular MAC-address, the Thin Client’s name, and firmware information.
These files could be built by any external tool, like spreadsheet editors or simple text editors,
that enable you to save tabular data with an “;” as delimiter.

Short Format:
In short format import files, each column is composed of

e MAC-address
e Thin Client name
e Firmware —ID

Administrators can get this firmware id from the information the Firmware Statistics dialog
provides.
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Long Format:

In long format import files there can by provided a target directory where the Thin Client
instances are created and some additional Thin Client data as well.

Each column is composed of

target directory
MAC-address
Product
firmware

Thin Client name
site
department
comment
assetid
inservice date
serial number

Select menu point New 2 Import Thin Clients from the Remote Manager menu and the Thin
Client Import dialog will appear:

In1pnrt Thin Clients

% Short Farrmat
" Lang Farmat

x|
MAC Address Mame Firmware D Open Filz |
EE-A4-BR-CC-FFED = EE2

EE-A4-BB-CC-FF-E1 Import TCx

EE-24-BB-CCFFEZ

Emor line 3.3 Irvealid firware 1D

Clear |

Figure 6-6 Thin Client Import Dialog (Short Format)

You can choose the short column - format for your CSV file or the long, more verbose format
containing additional data. In the example above a short format CSV file has already been
opened (Open File — button). Its content would have looked like this:

EE-AA-BB-CC-FF-EO;tc 1;662
EE-AA-BB-CC-FF-El;tc 2;662
EE-AA-BB-CC-FF-E2;tc 3;666

If there is any invalid data like a non existing firmware id (see Figure 6.6), or an error appeared
during the import process, an appropriate message is displayed in the message screen in the
lower part of the dialog and the line of the affected Thin Client is marked red.

Button Clear removes all messages from the screen.

Button Import TCs starts the import process. Successfully imported Thin Clients are marked
green.
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When Long Format is selected the Thin Client Import will appear like this:

P& import Thin Clients x|
= Short Format
{* Long Farmat
Directory MAC Address Product Firmware Mame Site Depart... Comment | Aszet D | InService D. Open File |
EE-44-BB-DD-CC12  |IGEL-532 Premium  |3.02.203 [} COffice Frankfurt comment F ol 01.01.2008
/Sales EE-AA-BB-DD-CCA3  |IGEL-532 Premium  |3.02.203 o2 Office Frankfut |Sales bla bla F02 01.071.2008 Impart TCs
/Sales EE-AA-BB-DD-CC14  |IGEL-532 Premium  |3.02.203 (=3¢} Office Frankfut |Sales more comment | F 03 01.071.2008
4 | |
Clear |

Figure 6-7 Thin Client Import Dialog (Long Format)

The import dialog also provides some basic editor functionality to do some final changes:
use Ctrl-C to copy a marked line

use Shift — Insert to insert a line marked for copying

use Delete to remove a marked line

press Return / Enter on a field in the last row and a new line will be inserted

6.7 Automatic Remote Manager Server Detection

When you register a Thin Client in the Remote Manager, the IP of the Remote Manager Server
is stored on the Thin Client (registry key system.remotemanager.server0.ip) and the Thin Client
will connect to this IP address to get its settings at every boot time. But there is another way to
let the Thin Client know the IP address of the Remote Manager server. First you can specify this
IP address with the DHCP option 224. The second way is, to create an alias called
igelrmserver to the Remote Manager Server in your DNS.

You have to setup one of these possibilities, if you want to insert manually Thin Clients into the
Remote Manager database (see 5.2 Main Menu Bar), otherwise the Thin Client cannot connect
to the server in this case.

6.8 Shadowing

With the IGEL Remote Manager Console you can shadow the desktop of a Thin Client on your
local PC using VNC. In order to enable shadowing choose the Security — Shadow tab of the
configuration dialog.

PAry own TC Configuration x|

Inputl Displa_l,ll Networkl Updatel Sessions' \-"DIF'l IC.f-\l F|DF'| MF'Ia_l,lell Devicesl Frinter SECUFitb'l Hegistryl

Passwordl Uzer Permissionsl Commandsl RSH Remote Access ShElClUWI Smaltcaldl Hotkeysl Kerberosl

ﬁ] [ Allow Remote Shadowing

% [+ Frampt User o allow Bemate Sezsion

B | rsupported

% [V Allow Input frorm Remate

?‘J [V Usze Password

Pazsword E I wE%

Save I Cancel

Figure 6-8 Configure shadowing
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Now select the Thin Client in the Remote Manager tree and select Thin Client — Shadow from
the main menu. A connection dialog appears where you have to enter the password if you have
defined one.

x

[192188.0152 0 Password

1:1‘1:|

Connect I Cancel

Figure 6-9 Shadowing connect

Furthermore we provide the application IGEL VNC Viewer for the purpose of shadowing. Use
this application if you do not have the right to use the Remote Manager Console or if you want
to shadow a device which is not present in the Remote Manager database.

IB[=l

Select Thin Cliert from R List |

Host :I D:ﬁl Pazaword

Shadow

Figure 6-10 IGEL VNC Viewer

You can specify manually a hostname or IP address on the first tab. On the second tab you can
select a Thin Client from the Remote Manager tree. If you want to use this second feature you
must have a user account to connect to the Remote Manager server.
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When the VNC session is established, the remote desktop appears in the following window:

=loix]
Tab  Hel
| == 192.168.0.174:0] Dverview|
[
I
L Application Launcher - O] x|
Applications | Canfig | .-’-‘«buutl License |
Session Mame | Session Type Status |
IC4 Session ICA Session
RDF Session ROF Session
Setup Setup Session
Shadowsing Indics
I Disconnect |
) Start | Rebont | Shutdown | ”

Figure 6-11 Remote Desktop

This window provides its own menu, which contains the following items:

o

O O O O

Show Overview: Shows an overview of all currently connected VNC sessions
(see Figure 6-12 Overview window). You can double-click on one of the shown
remote desktops to see it in full size again.

Quit: Quits all VNC sessions and closes the window.

New: Opens the connection dialog (see Figure 6-9 Shadowing connect) so that
you can start an additional VNC session.

Resize: Adjust the size of the window to the size of the currently shown remote
desktop.

Send Ctrl-Alt-Del: Sends the Cirl-Alt-Del key combination to the currently
shown remote host.

Refresh: Updates the content of the window.

Screenshot: Writes a screenshot of the window content to the local disk.
Options: Opens an dialog where you can specify some options (see below).
Close: Closes the currently selected tab.

About: Shows the software version of the IGEL VNC Viewer.
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Figure 6-12 Overview Window

In the options dialog (see Figure 6-13 Options dialog) you can specify the following options:

Preferred Encoding: The encoding used for image data send from the Thin Client to
your PC. The Tight encoding is especially useful on a network with low bandwidth. It
has two additional parameters, the Compression Level (the higher the compression
level the higher is the computing time!) and the JPEG Quality (if you choose Off, no
JPEG data is sent).

Use “Draw Rectangle” mode: This option increases performance (but you may see
artifacts).

Color Depth: 8 or 24 bits per pixel

Refresh Period: The VNC Viewer requests an update from the remote host after this
period has been elapsed since the last update. A longer time period reduces network
traffic but the update is less smooth. Note that if you move the mouse or type a key
inside the VNC Viewer (and so this event is sent to the remote host), an update request
is sent immediately.

Save properties as defaults: Saves the current settings as defaults for future VNC
sessions.

wMoptions X
Freferred Encading Colar Depth
&+ Haul 8 Bits
" RRE = 24Bits
= Hextile
L Refrezh Period
" Tight Compressionlevel JFER Gualip ZDﬂ me
- High - High -
- 0=
- Low - Low
- Default - O
[ Uze "Draw Rectangle’ mode
[~ Save properties as defaults
Cancel |

Figure 6-13 Options Dialog
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7 Grouping Thin Clients

7.1 Creating new Directories

IGEL Remote Manager allows you to set up groups of Thin Clients. Using this feature enables
you to link profiles to any group member without changing the individual configurations. It is also
useful to separate Thin Clients from each other and visualize their organizational structure.

Grouping of Thin Clients is done by creating directories and moving Thin Clients that belong to
the same group into the same directory. You may create as many directories and subdirectories
as needed. If you create subdirectories, the profiles assigned to the top directories will also
affect the subdirectories. This means that you can even group groups of Thin Clients.

In order to create a directory or a subdirectory, select either the subtree Thin Clients or any

directory in this subtree. Now click New -> Directory in the main menu bar, use the shortcut for
new directory or choose New Sub Directory from the context menu of the selected directory.

x

Directory Mame

Mewe Directory|

Cancel |

Figure 7-1 New directory popup

Now enter the name for the new directory and click OK. The new directory will appear directly
below the selected directory or below Thin Clients. You can now move Thin Clients into this
new directory.

7.2 Moving Thin Clients

The simplest way to move Thin Clients from one directory to another is to use drag and drop on
the Remote Manager Tree. Keep the Ctrl key pressed if you want to select multiple clients.
Use the Shift key if you want to select a range of Thin Clients.

If your tree as a lot of entries, the second provided method may be more comfortable. Choose
the option Move Thin Clients here from the context menu of the directory, or click on the Move
Objects here shortcut. You will get a selection window that allows you to choose which Thin
Clients shall be moved to the currently selected directory. After pressing OK the selected Thin
Clients will be moved to their new location.

PAselect Thin Clients x|

Select Thin Clients

_A Thin Clierts
| Accounting
| Executive

Cancel |

Figure 7-2 Selection window

Note: This operation does not send anything to the Thin Clients. The Thin Client does not get
information about profiles that might be already assigned to the directory. The Thin Clients will
get the new profile assignments on next boot or if the new settings are sent manually.
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7.3 Default Directory Rules

You may define default directory rules so that Thin Clients are moved automatically to certain
directories (according to those rules), when they are registered. If you have assigned profiles to
those directories, the Thin Clients get their appropriate settings then, so the only thing you have
to do, is to register the Thin Clients.

To define such rules, select Default Directories from the Misc menu. The following dialog
appears:

Default Directories x|

Default Directories

Directary Fiule I Dvenid...l Add ... |
/Thin Clients/Accounting |p address is greater as 192.168.0.0 AM... 7 Mo
/Thin Clients/S ales/ Model is equal to IGELS200 L Premiv... [ 2A...

Femowe |

N
b 4

Save I Cancel

Figure 7-4 Default Directory dialog

In this dialog you see the list of the already defined rules. With the Add, Modify and Remove
buttons you can add a new rule or modify or remove an existing rule respectively. You also can
change the order of the rules by using the Up and Down buttons. The order of the rules is
important, because the first rule which is fulfilled by a Thin Client defines the directory where the
Thin Client is put.

If you click on the Add button to create a new rule, the following dialog appears:

New Default Directory Rule x|
Sn\alect a Directory AND T
_ Thin Clients 3 |
S| - . ounting
j E::Suwe Criterion IIF' address ;I Criterion IIF' address ;I
Operator Value Operator Value
OR | |oresteras = | [192168.0.0 [lessas = | [192168.0.255
l Operator Value Operator Value
| 3| | 3|
Operator Value Operator Value
| 3| | 3|

Add row |

[~ Owverides existing directar membership

Cancel |

Figure 7-5 Rule dialog
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First you have to choose the directory (in the tree on the left side of the dialog) where the Thin
Clients are to be put, if they comply with this rule. Then you may check the option Overrides
existing directory membership. If you check this option, a Thin Client that has been registered
already and is now registered again, is moved to the target directory of the rule, although it
resides already in another directory.

Next you have to define the conditions which must be fulfilled, so that this rule is applied. The
conditions are defined in the table on right side of the dialog. In the first row you have to choose
a criterion, available criterions are IP address, Name (of the Thin Client), Product name and
Firmware version. The criterion refers to the column below. In this column you define
constraints of the chosen criterion, e.g. the IP address is greater as 192.168.0.0. If you choose
the like operator, you have to specify a regular expression (see
http://java.sun.com/j2se/1.5.0/docs/api/java/util/regex/Pattern.html) as value.

A Thin Client fulfils a rule, if all constraints in the first row are met or all constraints in the second
row are met or all constraints in the second row are met or all in the third row are met ...
Consider the following example:

A Add columnn
—
Criterion IF'mduct name LI Criterion IFilmware Wersion LI Criterion IName ;I
Operator Yalue Operator Yalue Operator Value
oOR quual o LI IEL-52EIEI L Premium Igreater as LI |3.4.3|JU I LI I
l Operator Walue Operator Walue Operator Value
I LI I I LI I ||ike LI Isales.’*i
Operator Walue Operator Walue Operator Value
| [ ]| | [ | | ]|

Add raw |

Figure 7-6 Rule example

A Thin Client fulfils this rule, if it is IGEL-5200 LX Premium with firmware version higher as
3.4.300 or its name starts with “sales”.
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8 Views

A Thin Client view is a list of Thin Clients defined by a rule. All Thin Clients which fulfill this rule
appear in the view. For instance you may want to watch the list of Thin Clients whose IP
address is in a certain rage. To achieve this you can define a view whose rule is defined by the
IP address range. The views are visible in the Remote Manager tree structure and you may
configure access rights to them.

il x
Connect  Mew Thin Clients  Scheduled Jobs  Search  Misc  Help
¢|als|nja|s|w|o]

J IGEL Remote Manager

-] Frofiles Name |3.05.322 G Edit |

& _| T_hin Clients Description IAII ‘winestras with firmware version 3.05.322
= J WViews

Rule IModel 1z ke “winestra AMD Firmware version iz equal to 3.5.322
Mame I IF Address MAC Address Product I Firrnwaare | ...
O aflbriy 192168.0.77  DOEOCSEVECE IGEL-432 L Winestra 3.05.322 4|

B Save as .. |

Figure 8-1 The View Panel

Connected to localhost as tcs

To illustrate this definition we show how to create a new view. Select New -> View from the
menu. Then the following dialog appears:

x
Marne [105.310
Dezcription I.t‘-\ll Winestraz with firmware version 3.05.310
Fule
D Add column
—> [ ddcon_|
Criterion IF'roduc:l hame LI Criterion IFirmware Werzian LI
Operatar Yalue Operatar Yalue
O | e x| [Pwinestia [equaite =] 305310
l Operator Yalue Operator Yalue
| [} | [}
Operatar Yalue Operatar Yalue
| [ | [
Add row |

Cancel |

Figure 8-2 New View Dialog

First you have to enter a name for the view and optionally a description. Then you have to
create the rule which defines the list of Thin Clients to be listed in the view. A rule consists of
one or more criterions and each criterion has one or more constraints (the constitution of such a
rule is similar as described in section Default Rules).

V 2.04 10/2006 Copyright © 2006 IGEL Technology GmbH



IGEL Technology GmbH Views | 35

You have to choose the criterion type form the Criterion dropdown box. The following criterion
types are available:

IP address
Name

Product name
Firmware version
Online
Directory
Asset Id
Comment
Department

In service date
Mac address
Serial number
Site

In the example shown in the figure above there are to criterions, Product Name and
Firmware Version. If you need more than two criterions to define your rule you can click on the
Add Column button. Then an additional criterion column is added to the panel.

Now you may define the constraints. The constraints refer to the criterion on top of the column.
Each constraint consists of an operator and a value. The list of available operators depends on
the chosen criterion type. Most criterions provide the following operators:

Like

Greater than
Less than
Equal to

If you choose the like operator the value must be a regular expression. A Thin Client fulfills this
constraint if its appropriate property matches this regular expression (in the example shown in
Figure 7-2 all Thin Clients which product name ends with Winestra match the regular expression
JWinestra (." means any character and ™’ means the repetition).

Some simple examples for regular expressions:

rabc - string ends with abc
abc.* - string begins with abc
abe.” - string contains abc

A special type is the Directory criterion. It has the two operators in and beneath and needs as
value the id of a directory (if you point on a directory you will get a tool tip including its id). The
in operator means the Thin Client must reside directly in the specified directory, the beneath
operator means the Thin Client must reside in the directory or one of its sub directories.

If the specified value does not fit to the criterion type (e.g. it is no IP address) or the operator
(e.g. it is no regular expression) this value is tagged with a red symbol:

Criterion IIF' address LI

Operator @® value

Igreateras ;I Iip
Figure 8-3 lllegal value

A Thin Client fulfills a rule if all constraints in the first row are met or all constraints in the second
row are met or all constraints in the third row are met ...

You can modify an existing view by clicking on the Edit button on the View panel.
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There is also the Save as button. This button is used to store the current content of a view in a
file including all data which is shown in the table on the View panel. Note that you can modify
the table by adding additional columns (click on ... to the right of the column headers) or
changing the order of the columns (by dragging the column headers). Three file formats are
available for the data: XML, HTML, and XSL-FO.

Here is one example for an XML file:

“8 C:\ TEMP" YiewExport.xml - Microsoft Internet Explorer

Datei  Bearbeiten  Ansicht  Favorien  Extras 7

3 Zurick - 63 ~ (€] [2] @0 =

Adresse I Y TEMPYWiewExpart. xml

<7uml version="1.0" encoding="UTF-8" 7=
- <table=
<creation-date=November 9, 2006</creation-dates
<caption>Test Yiew</caption>
<descriptionz=Just another test view - all TCs</descriptions
<columnheader=Name</columnheaders
<columnheader=IP Address</columnheaders
zcolumnheader=MAC Address</columnheader=
zcolumnheader=Product=/columnheaders
<columnheader=Firmware«/columnheaders
<rows
<cel=TCo5</cell=
=zcell>192.168.0.148</cell>
=cell>00E0CH5F0032</cell=
<cell=IGEL-5210 LX Premium<=/cell=
<cel=3.06.100</cell=
< frows
— <rows
zcel=TCo6=/cell=
<cel=192.168.0.174</cell=
<Cell=00E0CS5292FE</cell=>
<cell=IGEL-5300 LX Premium</cell=
<zcell>3.05.544</cell=
< frows
“rowes
<cel=TCo7</cell=
<cel>192.168.0.140</cell>
=cell>00EDC55F0030</cell=
=cell=IGEL-5610 XP Premiums=/cell=
<cell=1.02.340/cell=
<o

Note: A view does not make any changes to the Thin Client settings or to the directory structure
of the Remote Manager tree — it only provides a special sight onto the Thin Client devices
registered at the Remote Manager.

9 Profiles

9.1 Organizing Profiles

The profiles reside under the Profiles node in the Remote Manager Tree. You can create a
hierarchy of subdirectories to organize your profiles.

If you select the Profiles node or a subdirectory of it in the Remote Manager Tree, the Profile
Directory Panel is shown on the right side (see Figure 9-1).
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1=TE]

Connect  MNew Thin Clients  Scheduled Jobs  Misc  Help
ss|la]v|

_IGEL Remote Manager Configuration

D Baze Configurstion
[ Configuration LCD 718

D ICA Session 1
[ 1c4 Session 2
D RDP Seszsion

Special Cazes

A Thin Clients e Profile

1] Accounting

) Executive Delete Profile
;l Sales
.E'_ chcp! 28 Jgel de Meswe Sub Directary

Ol chept e igel de

E dhcp222 igel de Delete Sub Directary.
File Profiles ...

Connected to localhost

Figure 9-1 The Profile Directory Panel

There are the following possibilities to create a profile sub directory:

e Select the Profiles node or a sub directory of it in the Remote Manager Tree and press
the New Sub Directory of the toolbar or the New Sub Directory button on the Profile
Directory Panel (see Fugure 9-1)

e Right click the Profiles node or a subdirectory of it in the Remote Manager Tree or in
the list on Profile Directory Panel and choose New Sub Directory

You can rename the directory by right clicking it and selecting Rename.
Moving profiles from one directory to another can be done by

Drag and drop in the Remote Manager Tree,
With the hotkey combinations Ctrl X, Ctrl V (cut & paste) in the Remote Manager Tree
Right clicking a profile directory and choosing Move Profiles here

Pressing the File Profiles ... button on the Profile Directory Panel or the Move Objects
here button on the tool bar

In the latter two cases a dialog pops up (see Figure 9-2 below) where you select the profiles you
want to move.

A select Profiles x|

Select Profiles

J Profiles
] Configurstion
-4 Sessions

[ ica Session 1
[ (o ian 2

[% ROP Session
] Specisl Cazes

carca|

Figure 9-2 The Profile Selection Dialog
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9.2 Creating Profiles

In order to create a new profile you have the following possibilities:
e Choose from the menu New -> Profile
e Press the New Profile button on the tool bar or on the Profile Directory Panel

If a profile directory has been selected, the new profile will be deposited in that directory,
otherwise directly in the Profiles directory. In all cases the New Profile Dialog pops up (see
Figure 9-3).

New Profile x|
Prafile Marme Iinerterm Session

Inherits Settings from | 4 |GEL Remote Manager

I—dh T _Y Profiles
EpTc0.I0El.0e | Configuration

| Sessions
| Special Cazes
_ A Thin Clignts
| Accourting
| Executive
1| Sales

= dhcpl 28 igel de
8 hcpt59[el de
8 hcp222 gl de

Optirnized for IGEL-532 Premium 3.01.352 LI

% Artivate Settings with other than the Defautt Yalues:

' Activate all Settings

Create I Cancel |

Figure 9-3 The New Profile Dialog

The first thing to do here is to enter a name for the profile, so that you can identify it. Next you
have to choose, if the new profile should inherit settings from an existing profile or a Thin Client.

If you want to have an “empty profile” which should not inherit any settings, do not select an
object from the tree. In this case you must select a firmware version for this profile (this means,
that that this profile has the same set of configurable parameters and sessions as a Thin Client
with this firmware version, nevertheless you can assign any profile to any Thin Client). Now
choose one option provided by the radio buttons. The first option means here, that initially no
setting is active and you have to activate the desired settings when editing the configuration of
the profile. The second option means, that initially all settings are active. This option makes only
sense, if you want that all settings of a Thin Client are controlled by this profile.

The second possibility is, that you want, that the profile inherits settings. In this case the profile
inherits the firmware version too. Inheritance of settings means, that the settings of the profile
have the same values as the setting from the object it inherits the settings. In this case you can
choose, if settings whose values differ from the default value (every parameter has a default
value, e.g. Reset to Factory Defaults sets parameters to its default value) should be activated
or if all settings should be activated. Usually you will choose the first option (for instance you
have configured a ICA session on a Thin Client and you want to have this session in the profile
too).

Every value of the set of active settings that also exists in the firmware of the Thin Client will
override the appropriate value. Parameters which do not exist on the Thin Client will be ignored.
If the parameter exists on the Thin Client, but the value set in the profile is not permitted, the
value on the Thin Client is set to its default value.

In order to finish, click on Create and the new profile is completed.

Note: If no Thin Client is registered, profiles cannot be created as information about the settings
to be assigned to the profile is required. You can only create profiles with a firmware version
which is registered in the Remote Manager database yet.
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9.3 Renaming Profiles

If you want to rename a profile, just right click on it in the Remote Manager Tree or in the
Profile Directory Panel and select Rename and enter the desired name.

9.4 Edit Profile Settings

If you select a profile node in the Remote Manager Tree, the Profile Panel is shown on the
right side of the screen.

IGEL Remote Manager 100 =l
Connect  Mew Thin Clients  Scheduled Jobs  Misc  Help
al&|n|n|w|
_ 4 I1GEL Remate Manager Assigned Ohjects
=4 Profiles
[ _4 Configuration | Accounting
C =8 iguration | Executive
D Configuration LCD 718 dhipl 28 el de
| Sessions
| Special Cazes
Thin Cliert:
| Thin Clierts add
REmoyE |
Optimized for
IGEL-432 Winestra 3.03.503
Change |

Edit Configuration |

Connected to localhast

Figure 9-4 The Profile Panel

On this panel you can add or remove object from the list of Assigned Objects by clicking on
the Add or Remove button respectively.

The next feature is to change the firmware version of the profile. For example if you have
updated your Thin Clients you may want to update your profile too. Just click on Change button
and select a new firmware. Note that settings which are not supported in the new firmware are
lost.

In order to edit the settings of the profile

e Right click on a profile in the Remote Manager Tree or in the Profile Directory Panel
and select Edit Configuration

e Select a profile in the Remote Manager Tree and press the Edit Configuration button
in the toolbar or in Profile panel on the right side

Now the Profile Configuration Dialog is displayed (see Figure 9-5). This dialog mimics the
dialog where you can edit the configuration of a Thin Client. The main difference is that there is
an icon in front of each setting. The % symbol indicates that a setting is not active. However the
v symbol indicates that the setting is active. Click on the symbol to change the state of a
setting.

Only an active setting (“") of the assigned profile overwrites the value of a setting on a Thin
Client. You cannot edit inactive settings; the associated GUI component is disabled.

In order to get an overview about all active settings, click on the Registry tab and toggle the
button Show only enabled Parameters.

Note: In case you have configured a session, you cannot deactivate single settings of it.
Sessions can only be added as a whole.
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Figure 9-5 The Profile Configuration Dialog

When finished, click on the Save button. You will be asked when the new settings should take
effect. Choose between Next Reboot and Now.

In both cases, the new settings are stored in the database.

e With Next Reboot, the Thin Clients to which the profile is assigned will apply the new
settings at their next reboot.

e With Now, the settings are sent immediately to all Thin Clients affected by the profile. If
they are currently not powered on, the settings will be applied at their next reboot.

Note: This feature is not available for Windows CE devices. You always have to apply the
settings while they are running.

9.5 Assigning Profiles

After creating a profile and adjusting its settings, you now can assign it to some Thin Clients.
(You can assign an arbitrary number of profiles to each Thin Client.)

Basically there are two modes to do this, direct or indirect. Indirect means, that you do not
assign the profile to a single Thin Client but to a Thin Client directory.

If you assign a profile to a directory, it is indirectly assigned to every Thin Client in this directory
(including its subdirectories).

If you move a Thin Client into this directory afterwards, this Thin Client is also affected by the
directory profile. If you move a Thin Client out of this directory, the profile no longer affects it.
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There are several possibilities to assign a profile or a Thin Client to a Thin Client directory:

e Select the profile you want to assign and click the button Add on the Profile panel (see
Figure 9-4). The following dialog is shown:

SElect Profile Receiy |

Select Profile Receivers

_{IGEL Remate Manager
;l Profiles
=4 Thin

Cancel |

Figure 9-6 The Profile Receiver Selection Dialog

Now select the Thin Clients and Thin Client directories to assign the profile to.

e Select Thin Clients and Thin Clients Directories in the Remote Manager Tree and
either drag & drop the selection on a profile or use Ctrl X and Ctrl V to cut & paste
them.

e Select a Thin Client in the Remote Manager Tree and click the Add button on the Thin
Client Panel (see Figure 9-7). Within the upcoming Profile Selection Dialog, select
the profile to assign and press Ok.

IGEL Remote Manager =]
Connect  Mew  Thin Clients  Scheduled Jobs  Misc  Help
alé|n|o|w|
A IGEL Rermote Mansger MAC Address |1 2-11-23-13-12-31 Assigned Profiles
_ 4 Profiles
A Configuratian Prochuct JioEL-584 Premium G 1o Seasion 1
D BEase Configuration .
r:I} Configuration LCD 718 AR I3'°4'1 2
H_3 Sessions Mame Idhcm 97 igel de
—D ICA Session 1
_D ICA Session 2 Last IP |1 92.168.0197
[ RDP Session Site: I—
[ | Special cases
l;JJ_Thm Clignts Departtnent IAccounting
= j Accounting
T Add Remove
dhepl91 igel.de Cormment I
dhcp1S2 igel.ds Azzet D I Indirect Assigned Profiles
dhopl 93 gl de
dhepl 94 igel de In-Service Date | [ Base Configuration
8| dhep195 igel de Serinl M I—
1B b1 96 ige e etial Mumber
O :
L :
+- | Sales
dhopigel.de
B ahcp 73igel.de
0| dhcpt75 igel de
dhepl 58 igel de
dhcpl 89 el e Edit Configurstion
dhop2222 insl de
Connected to localhost

Figure 9-7 The Thin Client Panel

e Select a Thin Client directory in the Remote Manager Tree and click on the Assigned
Profiles tab in the Thin Client Directory Panel (see Figure 9-8).
Press the Add button. Again the Profile Selection Dialog is shown (see Figure 9-2).
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Figure 9-8 The Assigned Profiles Tab of the Thin Client Directory Panel

After you have assigned a profile (directly or indirectly) to a Thin Client, check the results:
Select the Thin Client and choose Edit Configuration (from the Thin Client Panel, from the
tool bar, from the Thin Client menu or the context menu of the Remote Manager Tree).

The Thin Client Configuration Dialog is shown (see Figure 9-9) and will display a red closed

lock (ﬁ) in front of each overwritten setting, i.e. an active setting of an assigned profile. The
value you have set in the profile is shown and you cannot edit the setting here. If you point on
the lock icon, a tool tip will show you which profile overwrites that setting. This is useful if you
have assigned more than one profile to the Thin Client. If there is a setting that is active in more
than one assigned profile, the value from the most recent profile is valid.

dhcpl43.ige|.de Configuration x|

Displa\;l Networkl Updatel Sessionsl ICAI RDPI Devicesl Printerl Securityl Registryl

Keyhoard I Mousel Tauch Screenl Soundl Generall

Kevboard layout Keyhoard type
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1
shiort M| [algs}
Repest rate ﬁ ISD
slavy J tast
By T Enable dead keys By T Dissble XHeyhoard extension

?‘j I™ Start with numlack on

Save I Cancel |

Figure 9-9 The Thin Client Configuration Dialog
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Clicking on the Sessions tab of the Thin Client Configuration Dialog (see Figure 9-10) shows
the sessions assigned to the Thin Client by profiles. These sessions are also locked. You
cannot remove these sessions or edit settings in this dialog.

You may only edit these locked settings in the configuration of the overwriting profile itself.
(Remember that this will affect all Thin Clients to which the profile has been assigned!)

dhcp202.igel.de Configuration 5[

Inputl Displa\;l Ne‘tworkl Upclate ICAl RDPl Devicesl Printerl Securﬂyl Regisir'fl
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Sezgion Name | Add..
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oty

[GMginates from Profile ICA Session 1 |

|

Femnye

Configure Prograrm Meighharhood |

cres |

Figure 9-10 The Sessions tab of the configuration dialog

9.6 Precedence of Profiles

If you have assigned more than one profile to a Thin Client and you have activated a certain
setting in all these profiles you might want to know, which profile provides the effective value for
this setting or in other words, which profile overrides the others.

First of all, in general you should avoid this situation by defining disjoint sets of active
parameters for the different profiles.

If you cannot avoid this situation, there is the following figurative rule:

“The nearer by the object, to which the profile is assigned, is to the Thin Client, the higher is its
precedence”.

In exact words the rule is the following:

A profile assigned to a subdirectory overrides settings of a profile which is assigned to the
parent directory. A profile which is assigned directly overrides the settings of a indirectly
assigned profile. If more than one profile is assigned to a single directory or is assigned directly
respectively the newer profile (with a higher profile id) overrides the settings.

You get a tool tip with a the profile id if you point on a profile in the list of assigned profiles.

To clarify this rule have a look at Figure 9-11.

=4 Thin Clierts

_| Executive

—_ 4 Location A

=. _ 4 Accournting
O dhept 34 igel.de
O ohept 54 igel.de
O dhep201 igel.de
O ohep202 igel.de

—__| Location B

Figure 9-11 Profile Precedence
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Profiles assigned to the directory Accounting override settings of profiles assigned to directory
Location A. If two profiles are assigned to Accounting the newer one overrides the settings of
the older one. Profiles assigned directly to dhcp145.igel.de override settings of profiles assigned
to directory Location and directory Accounting. If two profiles are assigned to dhcp145.igel.de
the newer one overrides the settings of the older one.

Note: The lists of assigned profiles and indirectly assigned profiles is sorted according the
precedence, the first one has the highest precedence.

9.7 Removing Profiles from Thin Client
You can remove assigned profiles from a Thin Client or a Thin Client directory:

e Inthe Profile panel (see Figure 9-4) select a Thin Client or a Thin Client directory and
click on Remove

e On the Assigned Profiles tab on the Thin Client Directory Panel (see Figure 9-8) or
on the Thin Client Panel (see Figure 9-7): Select an assigned profile from the list and
press the Remove button.

Now the single Thin Client or the Thin Clients under the Thin Client directory respectively are no

longer affected by this profile. The value of the settings which had been overwritten is set back
to the value before the profile had been assigned.

9.8 Deleting Profiles
When you wish to remove a profile, it can be removed in one of the following options:

e Select the profile in the Remote Manager Tree and press the Delete button on tool bar
or the Del key

e Right click on the profile and select Delete

e Select the profile in the Profile Directory Panel and press the Delete Profile button
If you delete a profile it is removed from every Thin Client or Thin Client directory it had been
assigned to and the values of the affected settings are set back to their previous state.
Furthermore all settings of the profile are erased from the database.

9.9 Examples on how to use Profiles

For both examples, we assume that the Thin Clients are already registered in the IGEL Remote
Manager database.
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9.9.1 Same Display but different Sessions

Situation:

You want all Thin Clients in your company to have the same display settings

(same Color Depth, Physical Desktop Size and Frequency and Virtual Desktop Size).
On some of them, you want to have an ICA session and on the others an RDP session.

Solution:

Create two Thin Client directories (select the Thin Clients node in the Remote Manager Tree
and press the New Sub Directory button on the tool bar), name one ICA Dir and the other RDP
Dir.

Select the Thin Clients you want for an ICA session in the Remote Manager Tree and drag &
drop them into the /ICA Dir subdirectory

Select the rest put them into the RDP Dir subdirectory.

Next, create a new profile (press the New Profile button on the tool bar), name it ICA Profile
and configure the ICA session in this profile (press the Edit Configuration button on the Profile
Panel, select the Sessions tab, and add a new session).

Do the corresponding for the RDP Session.

Create a third profile named Display Profile and allocate the desired values to the display
settings in this profile.

Finally, assign the ICA Profile to the ICA Dir, the RDP Profile to the RDP Dir and the Display
Profile to both (drag & drop the directories on the appropriate profiles).

9.9.2 Copy a session from one Thin Client to another

Situation:
You have already configured an ICA session on a Thin Client (locally) and want to have exactly
the same session on other Thin Clients.

Solution:

While creating a new profile in the New Profile Dialog (see Figure 9-3), select the
preconfigured Thin Client. After confirming the creation of the new profile, it inherits those Thin
Clients settings.

Make sure, that the profile does not contain any other active settings. In order to do this, right
click on the profile and select Edit Configuration.
Select the Registry tab (see Figure 9-5) and toggle the click Show only enabled Parameters.

If necessary, deactivate the additional active settings by clicking on the v symbol.

Now assign this profile either indirectly, by moving the designated Thin Clients in a common
directory and assigning the profile to this directory, or directly to each of those Thin Clients.
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9.10 Exporting Profiles

IGEL Remote Manager enables you to export profile configurations from the database to the

file system. This can be helpful for backup purposes or to import the profile data from one
Remote Manager installation to another.

The profiles are converted into human readable XML format, so be careful not to publish these
files if the source — profiles contain any passwords or other confidential data !

To export a single profiles right click on one and select the Export Profile menu point. In order

to export several profiles into one file, mark them and select the Export Profile button in the
toolbar:

IGEL Remote Manager
Conneck  Mew Thin Clients  Scheduled Jobs  Search Misc  Help

alsalajs|v|e|

_4 IGEL Remote Manage &ssigned Objects
=+ Profiles -]
-4 Configuration % ¥

[ Base Configuration
[ Configuration LCD 718
4 Sesai

-] Special Cases
-] Thin Clignts

Figure 9-12 Select some profiles for export

Next, a file dialog will pop up where you can select your target file. Note that existing files will be
overwritten with the new profile data (you will be requested if overwriting is ok).

9.11 Importing Profiles

Once you have any XML — files containing profile data, you can import them into your Remote
Manager installation or also into another than the originating installation. Choose menu point
New 2 Import Profile and select a profile — XML file. This will open the Profile Import Dialog:

IGEL Remote Manager

Connect  Mew  Thin Clients  Scheduled Jobs  Search Misc  Help

= | i | Dee | i | Impnrt Profile il
J ":“LEL Fle.rnole Man Irripaort Profile Marme Firmware
-4 Profiles - -

1104 Session 1 IGEL-596 Premium Plus 3.03.100
1G4 Session 2 IGEL-208 CE 3.70 Buid 2
ROP Session IGEL-432 Winestra 3.03.305

] Carfigurat | F
_| Profiles fro
-] Sessions
-] Special Cz
-] Thin Clients

glils

Cancel |

Figure 9-13 Profile Import Dialog

The import dialog displays name and firmware version of each profile configuration that is
contained in the file you selected. Deselect one of the checkboxes in left row of the table, and
the and the associated profile will be left out when the import process begins.

Finally a dialog will display if all selected profiles have been successfully imported.
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¥ Import Profile ﬂ

Successfully imported Profile: 1G4 Session 1
Successfully imported Profile: 104 Session 2
Successfully imported Profile; RDP Session

Figure 9-14 Import Status Dialog

9.11.1 Importing profiles with unknown firmware

There are some indications if you try to import any profiles that are optimized for a firmware
version that has not been registered yet to your Remote Manager database. When you open a
profile — XML file, the Profile Import Dialog shows an error message. The red marked profile can
not be selected for import:

Impurt Profile x|
f Impart Frofile Mame Firmware
1

v |CA Session 1 IGEL-53E Premium Flus 3.03.100

- IC4 Segsion 2 IGEL-204 CE 310 Buid 2

v FDP Sessi |GELAZ bafimgatrs 303 I8

F EEoen {Impart as different Firmware | |——

Cancel |

Figure 9-15 Import Profile with unknown Firmware

These profiles can contain settings that do not exist in any of the registered firmware version.
Click on the red marked firmware field and choose any of the firmware versions that are known

to the system:

x|
Impork Profile Mame Firmuware
= 1C4 Session 1 IGEL-53E Premium Plus 3.03.100
1CA 2 |IL1'I:L-2'II:§ LE SUUHT Buld 14 =l

= RDP Session IGEL-216 CE 3.00PT Build 14
IGEL-216 CE4 4.20 Build 7
IGEL-232 CE4 410 Build 18
IGEL-232 CE4 4.20 Build 5

IGEL-364 Compact 3.04.140
IGEL-432 Winestra 3.03.305
‘ | IGEL-464 ‘winestra 3.03 335

IGEL-5632 Premium 3.01.352 hd

Figure 9-16 Choose other Firmware for import

Now you are able to import the profile. The impact of choosing a known firmware is an implicit
conversion of the firmware version. This usually has little effects on the profile settings if you
choose a similar firmware or a newer version of the same model. Unknown firmware settings
will get lost.
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10 Scheduled Jobs

commands. These Jobs can be repeated in in

topic Scheduled Jobs - Manage all Jobs and

Scheduled Jobs | 48 |
The purpose of the Job Scheduler is to determine the execution time of certain Thin Client
tervals or at fixed weekdays.
In order to get an overview of all Scheduled Job that have been defined so far, choose menu
the Manage Jobs Dialog opens:
X|
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et Execution | Last Execution
006 7:50 A

006 12:55 PM  |Oct 24, 2006 11:55 &M

Command
‘wWake up

Oct 2
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Execution Results |

Oct 24, 2006 11:55 &M - COMPLETED

MAC Address I Marne
O0EOCES27FEF  [MyPremium-New

|sucoess

I Meszage
oK

I Execution Time Status

[Dct 24, 2005 11:55 4M

Close

Figure 10-1 Scheduled Jobs overview

The table on the left contains the list of jobs and shows the internal job-1D, the command to be

executed, the time of the next schedule as we

Il as the time of the last execution — provided that

there is one. The part right displays the Result Panel, here the currently selected job’s last

execution results are displayed.

10.1 Job Menu

On top of the Scheduled Jobs list, a menu bar with operations for managing jobs is located. The
same menu pops up if you right click somewhere in the job list.

]uh
?|n|v|o|e@

Job-| D I Comrnand Mext Execution Last | Ewecution Resulks |
'.-=e4p i, || 52017, 2006 453 4

% Reload Jobs
(3. Create Job

CF Edit Job

I Delete Job

AC Address I

Delete Job

Clear all Executions

@ Arccess Control

Reload Jobs: All data is reloaded from the Remote Manger database

Create Job: Opens the Create Job dialog for scheduling a new job. The Remote
Manager user who created a job by default has full access rights on his job.

Edit Job: Opens the Edit Job dialog for modifying the selected job. (user needs write

permission)
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- Delete Job: Deletes the selected job as well as eventually scheduled future executions
and all results associated with this job. (user needs write permission)

- Clear outdated results: Deletes all outdated (i.e. all past) job executions apart from the
last or the next one scheduled and all related results. (user needs write permission for

the corresponding job)

- Access Control: Opens the Access Control dialog for assigning or displaying the
permissions for the selected job. (user needs access control permission to edit rights)

- Default Permissions: Opens the Access Control Dialog for assigning or displaying the
default permissions for all defined jobs. (user needs access control permission to edit

rights)

e (Create Job

To create a new job either select menu point Create Job in the Manage Jobs dialog or menu
point New = Scheduled Job from the RM main menu. You can also use Assign Jobs from the
Scheduled Jobs menu and the currently selected thin clients are already assigned to the new

job when the Create Job dialog opens:
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~

X
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B w001M17M ODEOCES7S37E IGEL-3200 L Cor—
& woniM17N ODEOCES7ECDA IGEL-3200 L+ Con
B wooi170 O0EOCESTEED 3 IGEL-3200 L+ Con
& wonmMi7P O0EOCES7E7ED IGEL-3200 L¥ CoL
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Figure 10-2 Create a new job

Below all options for new jobs are described in detail:

- Job-ID: For a new job this field is empty, it displays the internal job ID, not editable.

- Command: The Command which is executed on all assigned Thin Clients.

- User. Name of the RM User who executes the command.

- Start date: Date when the Scheduled Job gets active, the first execution date.

- Retry next boot. At the moment only supported for command Firmware Update. If the
command execution fails for a Thin Client - for example because the device is switched off -
the RM tries to start an update next time the Thin Client is powered on.
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Log results: Configures if the results of a command are logged to the database. Not for
command wakeup - this command does have no result to be logged.

Comment: Description or comment for this job.
Assignment. There are three options for assigning Thin Clients to a job:

o Fixed assignment by MAC address of the device - use the buttons Add and
Remove to assign or remove the Thin Clients selected from the list.

o Dynamic assignment by directory - all Thin Clients located in the chosen
directory at runtime of the job will be affected.

o Dynamic assignment by view — all Thin Clients meeting the conditions of the
view at runtime of the job will be affected.

Max. threads: Maximum number commands executed in parallel.

Delay: Time span which is left between the posting of a command to any Thin Client and
the posting to the next one.

Timeout. Maximum time for RM waiting for a reply of the Thin Client until it continues with
the next device.

The options Max. Threads, Delay and Timeout make sense for all commands whose execution
take a longer time or cause high network traffic e.g. downloading a firmware update, codecs or
a snapshot. To avoid a high number of Thin Clients which concurrently are downloading data
from a file server it is recommended to reduce the number of parallel threads (e.g. 10) and to

configure a delay (e.g. 1 minute).

To create a static Thin Client assignment by MAC or a dynamic assignment by directory or by
view read permission on the according objects is sufficient. At the time of execution the job’s
user (the one who created the job) needs write permission on the affected thin client. This has
to be regarded if other users than the creator have write permission on a job, in particular if the
database user created a job.

For performance reasons and for keeping the arising amount of data as small as possible the
option log results should be deactivated for commands where the result has a secondary role.

e Job Schedule

The Job Schedule panel offers some options to create a schedule for the job’s execution(s).

Create Job x|
Dietails Schedulel
StatDate  |ipr 20, 2007 5:45 S

[V ExpieDate |ipr 20, 2010 10:55 AN

Fepeat Job
" never

(o everyl 03: da_l,ll 03: haur

* weekdays
¥ Mon [V Tue [ wed [ Thu [ Fi
[~ Sat [ Sun

¥ Cancel Job Execution

& Time E:DD PN 33
" Max.-Duration |12 100 AHE

Cancel |

Figure 10-3 Job Schedule
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- Expiration date: If this option is activated the job expires at the given date and time. No
further commands will be executed after this time.

- Repeat Job: A job can be executed repeatedly either in fix intervals (days and/or hours) or
on certain weekdays. If the latter option is chosen the job is running on all selected
weekdays at the same time of day as specified by the job’s start time.

- Cancel Job Execution: (repeated execution only) Here you can optionally specify a time or a
maximum duration when no more commands should be posted to Thin Clients and not
finished jobs will be canceled.

e Job Results

If option log results is activated for a job, the results for each single command that is sent to a
Thin Client is stored to database. These results can be checked in the Manage Jobs dialog:
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ODEDCEEFSAE0 [wiO01M 152 Sep 19, 2006 1:14 PM i progress
ODEOCEEFSAEE w001k 13w Sep 19, 2006 1:14 PM |gueued

OOEOQCEE75443 [wWiOOTM180 Sep13, 2006 1:14 PM |gueued j

[ L Lt B OO T C R E N T Cem dAn AN AL A Fkd [ |

Figure 10-4 Results list

You can use the drop down box on top of the list to choose the execution date you are
interested in (by default the results of the last execution are displayed).

Next to the execution date the state of the job execution is displayed:

- executing: Job is running right now.

- completed: Job is finished, all assigned Thin Clients have been processed.

- canceled: Job has been aborted before all assigned Thin Clients have been processed
because cancel time or max. duration was reached.

- terminated: Job was stopped because of unknown reasons (e.g. server down).

The results list displays all Thin Clients which have been processed as well as the individual
state of the command and eventually an (error-) message.
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Below the different command states:

aborted: Aborted due to internal error or unknown reason.

failed: Command failed, reason is displayed in the message-column.

in progress: Command is currently running. Server is waiting for a reply.

run next boot: Command will run the next time the device boots up.

not processed: Command has not been executed as the job’s timeout was reached.
queued: Job is running, command will be executed the next time a process is available.
success: Command has been successfully executed.

e Editing a Job

Same dialog as for creating a job. The command can not be changed anymore once the job has
been running.

11 Managing certificates

11.1 Server certificates

During installation of the IGEL Remote Manager, some private/public key pairs are generated.
These keys are used to prevent unauthorized installations of the IGEL Remote Manager from
accessing the IGEL Remote Manager Server and the Thin Clients that are under its control.
The certificates are:

e <INSTALLDIR>\rmguiserveriirm_keystore: Contains the private/public key pair that
controls connections to the IGEL Remote Manager Console. The console needs to
have the corresponding cacerts file.

e <INSTALLDIR>\rmclient\cacerts: Contains the public key that matching to
irm_keystore. If you want to deploy consoles on several computers that will access the
IGEL Remote Manager Server, you need to hold this file in readiness during the
installation process of the consoles.

e <INSTALLDIR>\rmtcserver\server.pem: This is the private key that the IGEL Remote
Manager Server uses for the communicating with the Thin Client.
Backup this file and keep it secret! If the file gets lost, you will not be able to
communicate with previously registered Thin Clients, unless you manually remove the
corresponding public key certificate from the Thin Client.

e <INSTALLDIR>\rmtcserver\server.crt: The certificate contains the public key of the
IGEL Remote Manager Server belonging to private key server.pem.lt is stored on the
Thin Client during the registration process.

Ensures that only IGEL Remote Manager Servers with the corresponding private key
are allowed to configure the Thin Client.

Note: The certificates will not be deleted when uninstalling the IGEL Remote Manager. If
you reinstall the software, it will use the keys that are already installed. If you install the
software on a different machine, you need to copy the certificates into the corresponding
directories of the new installation. If you remove the certificate server.pem, be sure to
remove the public part from any client device as well. Otherwise you will be unable to
discover that client(s).
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11.2 Installing Server Certificate on Thin Clients

The IGEL Remote Manager can store a certificate on each Thin Client that is under its control.
This certificate prevents unauthorized access to the Thin Client’s configuration.

During installation, a unique public/private key pair is generated for each IGEL Remote Manager
Server. The public part can be stored on a Thin Client and every future access is checked
against the private key of the server. If other IGEL Remote Manager installations try to access
the Thin Client, access will be denied.

If a Thin Client is registered in the IGEL Remote Managers database, the public key certificate
gets stored automatically on the Thin Client.

In order to remove this certificate you can use the Remove Certificate entry from the command
menu. After this operation, every IGEL Remote Manager Server can access the Thin Client
configuration until one of them registers the client.

You can also store the certificate on a Thin Client that is already registered in the database.
This might be particularly useful if the certificate was deleted manually from the Thin Client.
Storing the certificate on the Thin Client can be achieved by selecting a group or a single Thin
Client and executing Store Certificate from the command menu. The alternate way is to
reregister the Thin Client.

11.3 Installing Console Certificates
When installing the IGEL Remote Manager Console on a different computer, you need to import

the certificate <INSTALLDIR>\rmclient\cacerts. Copy this file to a floppy or just put it into a
shared folder that is accessible from the target computer.

12 Access Control

12.1 Introduction

The Igel Remote Manager provides functionality to assign access rules to any object in the Igel
Remote Manager Tree for individual RM user accounts or groups of RM users. Each access
right can be explicitly set (allowed) and also withdrawn (denied).

12.1.1 Access rights and their effects:

Access Right Effect

Display User can see the object

Browse (for Directories only) User can browse the directory, directory itself is visible

Read User can view settings and information about the object

Write User can edit settings or rename the object

Access Control User can change an objects access rights

Shadow User can perform remote maintenance operations on a Thin Client

The Browse permission is a special case that just affects directories. It makes the directory
visible to the user (even if Display is not set ) and enables the user to navigate into the directory
and all sub-directories with this permission set. Leaf objects like Profiles and Thin Clients are
invisible to the RM user as long as no Display permission is granted for these objects. These
permission can be used to create partial views of the Igel Remote Manager Tree.

The Shadow permission enables the RM user to perform maintenance operations on Thin
Clients such as wake up, reboot, update or reset the firmware.
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12.1.2 Effective Access Rights

The privileges that result for an individual user for each Remote Manager object are evaluated
from previously defined access control entries by following rules:

Group-Membership:

The individual user’s permissions are affected by all positive or negative access control entries
defined directly for the user itself or by all entries for groups which the user is a member of. If
these rules are conflicting (one denies a right, another allows the same) the following rule takes
effect:

Denied overrides allowed:

A withdrawn / prohibited right always overrides an access control entry that sets a permission. If
for a user or group a certain permission is set for a specific object and for the same object the
permission is denied for another group the logged in RM user is a member of, the
denying/revoking rule is the valid one.

Inheritance:

A container object propagates the permission entries that are defined for itself to all its child
objects. If for an object a permissions is neither explicitly allowed nor denied for the user (or one
of his groups), this right is inherited from the parent (container) object of this object. A rule that
is directly defined for an object overrides any rules the object inherits from its parent object.

12.2 Remote Manager Accounts

During the installation process a database user for the Remote Manager application has been
created. This user account is intended to be used for administration purposes such as creating
RM User accounts and assigning users to groups. The database user always has full access
rights on all Remote Manager objects and all Remote Manager functionality. There is always
one unique database user for a Remote Manager installation.

To create a new user account or change group assignments log in as the database user. The
database user is the only one who is able to create new accounts, groups or change group
assignments. The database user account itself will never appear within access control dialogs.
Its access is controlled directly within the RM database system.

Select menu Misc->Administrator Accounts and the Remote Manager Users and Groups
Dialog will pop up:

Remnte Manager Users and Groups il

Administrators Groups

New New

Production

Trainee

Boh Member of | Mermbers

Smith
m Change Pazzword | Remove
Remove |

i

Close

Figure 12-1 Remote Manager Users and Groups
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The left half of the dialog shows already defined RM Administrator users. For creating or
deleting an account use the left hand New / Remove — buttons. When creating a new Admin-
account, you will be asked to assign an initial password:

FANew Administrator x|

Uzer Mame IS-:::utt

FPazzward I TEEEF

Confirm Paszward I

Ok I Cancel

Figure 12-2 Create a new RM User

This password can either be changed later in this dialog by the database user (“Change
Password”), or by the individual RM Administrator himself when he selects the menu item
Misc 2 Change Password. If the database user selects Misc 2 Change Password, this will
change the password for the underlying SAP-DBMS!

Administrator Groups are created or deleted in the same manner by using the New / Remove
buttons on the right half of the Users and Groups dialog. Group accounts are not protected by
a password and can not be used to log in. They are intended to simplify rights management by
assigning several users to a group and then provide identical access rights to all the users with
one single definition for their group.

In order to view or to change the users within a group press button Members and the Members
dialog for the selected group will pop up:

| Memhers of Group Production x|

Wlembers Available zers
: Alice
Traines
< Add | Smith
Remowve » |

Ok I Cancel

Figure 12-3 Group — User Assignment

With the Add and Remove buttons or simply by using “Drag and Drop” you can assign or
remove the selected user(s) to this group. Similarly you can change an individual group
assignment when you select the Member of button in the Users and Groups main dialog.

Note: Initially there are no access rights defined for a newly created user or group. So
without explicitly setting access rights, the new user - when logged in - will not have any
permission on a Remote Manager object or even be able to view any object. Best assign
the new user to a group with some default rights.
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12.3 Defining Access Rights

To define new access rights for Remote Manager objects, such as Thin Client-Settings, Profiles
or Directories, the RM Administrator user needs “Access Control” permission.

Selecting menu item Access Control (in the Remote Manager Tree’s pop-up menu or in the
toolbar) will let pop up the Security Dialog that enables the user to edit the object’s access
rights (See figure 11-4).

The upper part of the dialog shows a list of users and groups for which access control entries
are defined for the object itself or one of its parent objects. With the Add and Remove buttons
new entries can be created or deleted.

With the checkboxes beneath, each individual permission for the selected user / group can be
set (allowed) or revoked (denied). User-permissions that are inherited from a parent object are
displayed by disabled (greyed out) checkboxes. To save your changes press the OK - or Apply
button. The Remove button is active only if there exists a directly defined access rule for the
selected user / group. If all rights are inherited from parent objects, you can not delete the
entries (Open Security Dialog for the object the rights are inherited from).

x
Diirectory: Ia’F‘rofiIesa’Sessions;’
Usgers and Groups

HFR Dept.

Add Remove | Effective Rightz |
Permizzions Derm  Allow
Dizplay - F
Browse - ™
Read | =
Write - =
Shadowing Il F
Access Control 7 -

0K | Cancel | Apply |

Figure 12-4 Defining Access Rights

The Effective Rights button opens a dialog that shows the resulting permissions for each user
or group, considering the rules described above. If a user does not effectively have the Access
Control permission for an object, menu item Access Control directly opens the Effective
Rights dialog instead of the access rights editor:

EffectiveRights x|

Permizsion Reazon
¥ Dizplay allowed for uzer Alice (inkherited from A/Thin Clients/S alez/ )
¥ Read allowed for uzer Alice [inhented fram /¢ Thin Clients/S ales )
v ke allowed for group HR Dept, (inkherited from //Thin Clients/S ales/ )
T Access hiok set
[~ Helpdesk denied for group HR Dept. (inherited from A#Thin Clients/Sales/ )

Figure 12-5 Effective Rights Dialog

V 2.04 10/2006 Copyright © 2006 IGEL Technology GmbH



IGEL Technology GmbH Access Control | 57

This dialog can be helpful to determine why your user can not perform a certain operation, e.g.
delete/edit a Profile or Thin Client configuration. It displays permissions set or not set and gives
a reason for each.

Note: You can always only edit or view access rights for a single object, as there may be
different sets of entries defined for each of them.

Access Rights Best Practices:

- Prefer defining access rules for groups instead for individual users. It is easier to assign
or remove a user to one or more groups than to create new access control entries for
the whole Remote Manager Tree.

- Avoid denying access rights, better do not assign them in first place. Do not forget that
a denied one overrides a permission that is set. This can be confusing with a user’s
membership in multiple groups. Start with a limited set of permissions for root-objects
and widen it in deeper levels of the tree.

- Prefer defining access rights on directories than on each single object contained in it.
Note that in this case moving an object can result in different access right. In case this
is undesired behavior you have to explicitly define access control entries on the object.

- The “chain of rights” has to begin with the root nodes of the tree. If a user has no
browsing access down to a node he will also be unable to display or change objects
within this node.

Special Case: Root-Nodes

Note that the root nodes for profiles, thin clients and the Remote Manager node itself cannot be
made invisible for a user (see section 11.5), as they are an integral component of the RM Client
user interface (they are displayed even if your client is not connected to the server).

Anyway, you can define access control entries on these root objects and the resulting
permissions are propagated to subcomponents. All other permissions except the ones that
affect the root nodes’ visibility (Display and Browse) are handled without difference to other
objects.
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12.4 Mandatory Access Rights for RM-Functions

The following table lists all Remote Manger operations a user who is logged in can perform, and
what the minimum access rights are for thereby affected objects.

ol €l £ 2| 8 &
al 8 < &
S
2

Action affected Objects: n
View an Object Thin Client, Profile

Directory
Delete Object Object to be deleted X

Source Directory
IMove Object Object to move X

Source Directory

Target Directory X
Assign Profile Object which Profile is assigned to X

Profile
Detach Profile Object from which Profile is detached X

Profile
Edit Settings Profile, Thin Client X
Show Settings Profile, Thin Client
Create Object Target Directory X

Profile -Template (for new Profile only)
Import Target Directory X
Export Profile Profile
Rename/Update Obiject to be renamed X
Change Profile-FW Profile X
Scheduled Jobs Thin Client X
Change Access Rights any Object X
View effective Rights any Object
Take over Settings Thin Client X

Profile
Reboot Thin Client X
Shutdown Thin Client X
Update Thin Client X
Wake up Thin Client X
Reset to Factory defaults Thin Client X X
Send Message Thin Client X
Download Codec Thin Client X
Shadow Thin Client X
Save Settings to Thin Client Thin Client X X
Get Settings from Thin Client Thin Client X
Store / Remove Certificate Thin Client X X
Remove Thin Client Thin Client X X
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12.5 Use Cases
Create restricted views and hide objects access rights Display and Browse):

One of your RM Administrators, let us call her Alice, is responsible for configuring all Thin
Clients, but she ought better let the well tested and configured profiles untouched. She has to
assign profiles to the Thin Clients, but she is not allowed to change the profiles. You also
created some profiles for testing purpose, directly in the profiles base folder. These should not
be assigned to any Thin Clients, unless you are not sure they work properly. There is also a
folder for special cases. Alice may only use the “Network” profile, the others are hidden for her.
Let us compare the Remote Manager Tree as it does show to the database user and the view
Alice gets to it:

_ 4 IGEL Remate Manager

=4 Profiles

<-4 Canfiguration

w0 Base Configuration
“[Py Corfiguration LCD 718
=4 Sessionz

[ 1CA Session 1

[T 1G4 Sessian 2

[ RDP Sessian

=4 Special Cazes

[ Keeyboard

o[y keyboard2

—

o [The test_A
[ Th test_B
[T test_ICA_new
=4 Thin Clients
7] Accounting
#-[ ] Executive
7] Bales
o JB| dhept 28 igel de
dhcpl183.igel.de
dhcpl89.igel.de
fofB] dhep222.igel de

Figure 12-6 Full View

Steps:

e Directory /Profiles: allow Browse
- Alice can browse the profile directory and its subdirectories, profiles itself are
not visible (except Display is explicitly set)
e Directory /Profiles/Configuration and /Profiles/Sessions: allow Read
- Alice can view the profiles contained, read the settings and assign them to any
Thin Clients
e Profile /Profiles/Special Cases/Network: allow Read (implicitly Display)
- Alice can view read the settings and assign it to any Thin Clients

_4 |GEL Remate Manager Assic
=4 Prafiles

<-4 Configuration

-[C& Base Configuration
-[(& Configuration LCDN 718
_ 4 Sesziong

[ ICA Sessian 1

[ ICA Session 2

v Configuration

=) _4 Special Case
fo [ Metwark,
=/ _4 Thin Clients i
-] A ti
* - Cmuh "3 é Export Profile
+- | Ewecutive
£ ] Sales @ Access Conkrol

dhep222 igel de

Figure 12-7 Restricted view
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As you can see, the profiles for testing purpose as well as all special cases except “Network”
are hidden from Alice. When she does a right click on a profile she can view the settings (Show
Configuration), but she is not allowed to edit the configuration, rename or delete the profile.

Menu point Access Control from the context menu will pop up the Effective Rights dialog for
the currently selected object (Alice has no Access Control permission set):

PAEffective Rights x|

TC-Adrmin
ALFRED

Permizzion Reason
[ Dizplay allowed for user Alice [inkherted from //Profiles/Sezsions )|
[+ Fead allowed for user Alice [inkherted from //Profiles/Sezsions/ |
[~ white not set
[~ Access Control ot zet
[~ Remaote Maintenance not zet
Kl [ 3]

Figure 12-8 Effective Rights

Assign Responsibilities to a Department :

One of your RM Administrators, Mr. Miller is responsible for all Thin Clients of the sales
department. He needs full access on the sales Thin Clients and should be able to delegate Jobs
to his trainee “Trainee Bob”. It is probably useful that he knows about all other Thin Clients (e.g.
where they are located, their IP-addresses etc.).

Prerequisites:
e there is a group TC-Admin which has Read permission on the full Thin Client subtree
e there is a group Sales which has Browse permission on the full Thin Client subtree and
Read permission on the “Thin Client/Sales” directory

e assign Miller to group TC-Admin and group Sales Dept.
e assign Trainee Bob to group Sales Dept.
e set full access rights for user Miller on directory “Thin Client/Sales”

Result:
e Miller has full access on directory “Thin Client/Sales” and Read permission on all other

Thin Clients
e Miller can delegate access rights within his department
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SR ot Haros x|
b rofiles
e |
#-[ ] Accounting T A
ALFRED .
Miller ¢
v
:
s
...... WET901 202502020 Add Remove | Effective Rights | X
------ WETI01 20250480 Permiszions Deny  Allow
------ WEBTI0120251 2454 Al I [
------ dhepl 28.igel.de .
= Dizpl v
------ dhepl39.igel de i L B
------ dhep189.igel de Browse r v
------ dhep222.igel. de Fead r v
Wit ' [v
Access Control ' [
Femote Maintenance ' rd
ak. Cancel Apply

Figure 12-9 Miller can change access rights

If user Miller logs in he decides to widen the access rights for all other members of group Sales
Dept. for the Sales directory and allows Write and Shadow. As Trainee Bob is a member of this
group, Miller decides to deny everything for Bob on the /Sales/EMEA subfolder as long as Bob
still is a trainee.

When Bob logs in, this is the view he gets:

1EMOte Manager
~ ] Profiles
=4 Thin Clients
----- [ ] Accounting

..... 444

..... blabla

..... Tel

..... WwET901 202502020
..... W T901 20250480
..... WBTI01 20251 2454,

Figure 12-10 the trainee’s view

Bob has all rights the Sales Dept. group needs to maintain their Thin Clients, but the EMEA
subfolder is not visible to him. He cannot change any access rights or get information about
other departments’ Thin Clients.

Note: In this example, Miller himself is a member of group Sales Dept.
If he decides to explicitly deny the Access Control permission to the members of this group,
he would effectively revoke this permission from himself !

V 2.04 10/2006 Copyright © 2006 IGEL Technology GmbH



IGEL Technology GmbH The IGEL Remote Manager Administrator | 62

13 The IGEL Remote Manager Administrator

The IGEL Remote Manager Administrator tool enables you to
- manage basic parameters of the IGEL Remote Manager such as ports and passwords
- create and restore backups of the SAP — DB
- manage data and log files of the SAP — DB
- configure database connections for SAP — DB and Oracle (9i/10g) databases

The IGEL Remote Manager Administrator is only available in the start menu of a Remote
Manager Server installation.

You need to have access to the IGEL Remote Manager files. The access rights to the IGEL
Remote Manager files are restrictive. Permission to change settings depends on the permission
to change these files on the server system. So you should use the same user account in order
to start IGEL Remote Manager Administrator as used during the installation of the Remote
Manager.

13.1 Settings Panel

At startup, the Remote Manager Administrator’'s Settings Panel is displayed. Here you can
configure ports in use by the Remote Manager and other related settings like timeout etc.:

i xd
File Help
z Settings
H
:a)' ~Portz |
& Server port |3EIEIEI‘I
Settings
GUI zerver port |8443
JWiS server port ISEISEI
Backups Scan parameters
Timeout [ms) IEDDD
DB Broadcast [P 255 [255 255 [256
D atabase [~ Specify zcan reply part [UDP) I
—— Online check parameters

[~ Disable online check,
Datasource
Tirmeaut [rz) 100

Scheduled Jobs

¥ Scheduled Jobs never expire

Expiration bme far Scheduled Jobs I 403: Minutes

Apply Reset

Figure 13-1 Ports and Timeout Configuration

The IGEL Remote Manager Server is using three open ports for incoming requests:

The first port is the Server port which the TC server is using. The Thin Clients connect to this
port. It is by default 30001 and can be changed here.

The GUI server port is used by the IGEL Remote Manager Console to connect to the server.
You need to enter this port number in the connect dialog of the IGEL Remote Manager Console.
It defaults to 8443.
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The third port is used by the Java Web Start interface. If you want to use Java Web Start as
described in 4.3 Launching the Remote Manager Console via Java Web Start, you have to
specify this port in the connection URL, e.g. http://hostname:8080/start rm.html.

In the Scan Parameters section, three values are configurable.

The first one, Timeout, specifies how long the IGEL Remote Manager should wait for the
answer on scan packets that were sent to the network. The value is in milliseconds and is by
default set to 6000.

The second parameter Broadcast IP determines the broadcast address to use for scan
packets. This is only used to scan the local network. When using IP ranges, the UDP packets
are sent out to each client within the IP range. The default here is 255.255.255.255 and usually
there is no need to change it.

Finally the third parameter Specify scan reply port (UDP) is used to define a fixed port on
which the Thin Clients reply when you are scanning using UPD (with TCP the reply occurs on
the established socket, so this port is not needed). If you specify no port (the default) the
application chooses an arbitrary free port.

The Timeout value in the Online Check Parameters section specifies how long to wait for the
answer of an online status query message. The IGEL Remote Manager Console tries to contact
all Thin Clients that are in the visible screen range. Every Thin Client in this range needs to
respond in the given time to the status query or it gets labeled as offline. (The default is 100).
You can disable the online check at all by choosing Disable online check. Note that you can
disable the online check on the Remote Manager Console, the difference is that in the latter
case this feature is only disabled for this particular Remote Manager Console.

13.2 Windows XP Embedded Images

13.2.1 Creating a Web Resource

IGEL Windows XP Embedded Thin Clients offer an option to create snapshots of the entire CF
card memory and to store and restore these images onto or from a server supporting the
WebDAV protocol. Web Resources to store the images on the IGEL Remote Manager Server
can be created in the IGEL Remote Manager Administrator. Select the “XPe images” tab in the
settings menu of the RM Administrator and name the Web Resource in the popup dialog and
add the corresponding path on your file system.

-Ioix

File Help

4 .
|| Settings #Pe Images

Web Resources:

Publizhed Marme Document Baze Directany Add..
#Pelmages C:%=Pelmages
test C:hbest Delete |
.
— PAcreate new Web Resou x|
Backups
Mame Iimages
Local Path |C:4publid]
Database Cancel |

D atazource
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This generates a URL mapping which enables the Thin Clients to store their images to the path
given with “File System Path” or restore them from this directory. The URL consists of the Web
Resources’ name relative to the Remote Manager URL. For the example given above the URL
would be:

http://localhost:8080/images/

A new directory “WEB-INF” will be created within the corresponding directory (e.g. C:\public)
and will contain the “Deployment Descriptor” for the Remote Manager Server. This Descriptor
contains necessary information to publish the Web Resource to the network and must not be
removed! Otherwise the URL mentioned above will not be accessible any more.

Access to URLs relative to the given URL of the Web Resource correspond to a file system
access relative to the “Document Base Path”.

Example:

If the image download address http:/localhost:8080/images/downloads/premium5600.xpe is
assigned to the Thin Client this corresponds to file access to
C:\public\downloads\premium5600.xpe.

13.2.2 Assign and manage Web Resources

Web Resources created with the IGEL Remote Manager Administrator can be assigned to
devices easily within the Remote Manager Client. They are fully integrated in the Remote
Manager’s authorization concept.

~ioix

Connect  Mew | Thin Clients  Scheduled Jobs  Search Misc  Help

% | = | & Reboot
—————  shutdown
4 IGEL Remate Update Content' Bssigned Profiles |
j f|| WWake up Mame | IP Address I M&C Address Product I Firrnware ..
hin Clie -
; -] New Reset ko Factory Defaults || Mew Directary =]
O dher  Send Message @ dhepl B0.igel de 132168.0.160 004053E0C320 IGEL-5200 L Premi... 3.05.426
IGEL MPlaver > g IGEL-LHKZ2wTEBL4  1932168.0.175 0OEOCESVOOFE IGEL-3600<F Comp... 1.02.240
[ | = . ]
HENE E— o ———— 0.187 00EOCES71235 IGEL-3600 <P Comp... 1.02.260
Shadow Download Firmware Snapshok
Settings RM-3TC Snapshots

Settings TC->RM

Store Cettificate

Remove Certificate

Remaowve

Take over settings from ...
B Show Configuration

0 Access Contral

=
1| | »

Connected to localhost as test
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Choose from the Remote Manager Console’s menu Thin Clients > XPe - Snapshots or select
the directory symbol in the settings of a Windows XPe device (Update - Snapshots) and the
following dialog will open to manage Web Resources defined before.

x
|¢|u]0|

Suchen jr: |_| webday LI T ”IEE

] test
] *Pelmages

[ratename: Iimages Qffren |
D ateityp: I,:-.'" Files LI Abbrechen |

You can delete files, create new (sub)directories or assign access rights. Make sure the values
for server, server port and path are set correctly when a file is selected.

#pneucom Configuration ﬂ

Inputl Displa_l,l' Metwork Updatel Sessions' \-"DIF" ICAl HDF'l MF'Ia_l,lerl Devicesl F'rinterl Securityl Hegistry'
Update Snapshots'

Server E |Akira

Port y [sosz

Path tw

Mew Snapzhot % Ir’images.-’upload.u’test. upe] J
Download Snapshat By [/images/download/premium5600.«pe il
Uzername E Ielch

Eesaman) A wawxwa—x

Proxy % I

Part Ty [1080

% [~ Reset Teminal Settings

Save I Cancel |

If a setting is locked by a profile the selection is not possible from this dialog and the value has
to be maintained manually.
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13.2.3 Orphaned Web Resource definitions
Possible problems when restoring a DB backup:

The definition of Web Resources created with the Remote Manager Administrator as well as
assigned authorizations are stored in the database system. After restoring a backup it might
happen that records lead to files or directories not existing in the file system. In this case
definitions of Web Resources are marked and can be deleted.

Remute Manager Administrator
File Help
~Wwieb Resources:
_ Publizhed Marme Dacument Baze Directom
Settings images C:Apublic
- Pelmages C:'<Pelmage
i i L bash O et | Document base invalid | |
2 . T
1 1
: i

13.3 Database Manager Operations

Selecting the Backups or Database icon on the left hand menu panel enables you to perform
some database administration operations for the local SAP-DB. These features are not
supported for Oracle databases or remote databases. How to set up your current database
system see section 12.6 - Configuring Data sources.

For both options, Backups and Database, you have to enter the DBM password (database
manager password) when you choose one of these menu points for the first the time.

DBM Password:

The password of the database manager (set during installation of the IGEL Remote Manager !).
This password is needed for operations like start, stop and uninstall of the SAP database. Note
that this is in general not the password you use to connect to the IGEL Remote Manger Server !

Remute Manager Administrator

File Help
4 Setting
H
@ ~Paort
Server port 3000
Settings
. GUI zerver port 2443
.}@ JW'S server port 2080
|l
- = -
Backups i Remote Manager Administrator x|

I_
Remote Manager Administrator _I_
I_

® DEM password:
IGEL Iﬂ‘ﬁﬁﬂ‘ﬂ‘ﬂ‘ﬁﬂ‘ﬂ‘|
TECHHNOLOGY
Datasource
Lagin I Cancel | Img

|| r Scheduled Job

Figure 13-2 Login with DBM password
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13.4 Backup and Restore Database contents

The backup panel allows you to save the database contents in a different location, restore data
or remove old backup data. If you need to update IGEL Remote Manger, use this utility to
restore the data into the new database and convert it in case the format has been changed.

There are two different backup methods (switch by selecting the other tab):

Legacy Backup:

This is the backup functionality of older releases of the Remote Manager. You are not able to
create backups using this process any longer, but you can restore your backup from older RM —
releases, i.e. prior to 2.0.

New Backup:

The new backup process is safer and more efficient than the legacy backup process. It directly
uses the database’s backup functionality and forbears from exporting all data to XML — files.
This significantly increases performance.

Remote Manager Administrator = |EI|5|
File Help
: New Backup I Legacy Backupl
@U ~Backupz—
Seltings Directony IC: “backup_ test Change |
| Backup Size Date
August. 24, 2005 8/24/05 5:34 &AM
| 8723705 10:28 AM
9429405 5:10 PM
schema 4/7/0511:56 &AM
| {test_1.zept 941/0510:28 AM
DB [fv21 1A16/06 10:54 AM
| [vor Test 23.01.2005 1423706 12:50 PM
D atabase
D atasource
Create | Festare | Delete

Figure 13-3 Database Restore/Backup

For both, legacy and new backup the handling of the according tab is equivalent:

In order to create a data backup click on the Create button and enter a name for this backup in
the popup window. The data will be saved into the directory you select.

The certificate files server.pem and server.crt are also included in the backup.

In order to change the target directory, click the Change button next to the directory on the top
of the screen. A file selection box comes up allowing you to specify the location of your
backups.

If you want to restore a saved backup, select the backup in question in the backup list and click
Restore.

Note: Your current database state will be overwritten! It is strongly recommended you create a
backup of the current data before restoring another!
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The Delete button can be used to delete superfluous backups. This operation deletes the
corresponding directories from your hard disk.

Furthermore we provide a command line tool for creating a backup which you can use in time
controlled scripts. It is called rmbackup and you find it in the installation directory. You can start

it with the following options:
rmbackup ((-d directory -b name) | (-r backup_path)) -u username
-p password [-s]

The meaning of the parameters is:
e -d directory: a backup is created and is put in the specified directory
-b name: the name of backup which is created
-r backup_path: the backup with the specified path is restored
-u username: Remote Manager username
-p password: password of the Remote Manager user
-s: no output is generated

13.5 The Database Panel

This panel is used to manage the data and log volumes of the database. It provides information
about the total space in use, the used and the free space. Check these values from time to time,
full log volumes can decrease performance.

Remote Manager Administrator o ] 4|
File Help

4

J rDatavolumes
@D MNumber of Yolumes I'I

Settings Total space |2n4,suu KB
@& Used space |54,258 KB
i 1

— Free space I'I 50,544 KB

Backups
Create Data Vaolume |
Log Yolumes -
Mumnber of Yolumnes |1
Total zpace IB'I 804 KB
T
= Uzed space 1120 KB
Free space ISD,?84 kB

Create Log Yolume |

D atazource

DEM password

Change password |

Figure 13-4 Database Panel

Select button Create Data Volume to add an additional data volume or Create Log Volume
respectively. A little dialog where you can set the size of the new volume appears.

x

Size of the new wvolume

|20480E| kb
Ok I Cancel |

Figure 13-5 Set Volume Size
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13.6 The database management tool igelsapdbm

In the sub directory rmadmin of the installation directory you find the utility igelsapdbm. This
tool is used to manage the data and log volumes of the database. If you have a lot of content in
your database (e.g. several hundreds of Thin Clients and profiles, dozens of firmware versions)
the data and log volumes may become full. An indication of this state is that the database slows
down heavily. In this case you should use igelsapdbm to detect if the volumes are full and

create if necessary additional ones. You can start the tool with the following arguments:
igelsapdbm <dbm_password> <options>

where <dbm_passwords> is the database manager password and <options> are:
e -d: show DATA volumes
e -I: show LOG volumes
e -D size: add a DATA volume; size in KB
e -L size : add a LOG volume; size in KB

13.7 Configuring Data sources

Starting with version 2.02 IGEL Remote Manager adds support for Oracle databases. During
the installation process the user can choose the standard installation that includes a default
setup for the SAP-DB, or to install the application without database setup. In the latter case, the
configuration of a data source that is described in this section is needed to complete the RM-
Server installation.

The Data sources Configuration Tool is used to define remote or local SAP-DB or Oracle
database-connections and prepare them for use by Remote Manager. This means a database-
scheme containing all necessary tables for RM-data is created or an existing one is mounted
and eventually updated to the current version.

-ioix
File Help
1 -&ctive Datazource:
L
@U DE-Type IDracIe
Settings Host IIocthost
Fart |1521
] \"'/"; Uszer Itest
— Database / SID Ixe
Backups Test
Copy
DB Datazource Configurations:
Database Database Host User Add..
I |mdb localhost hEwLsEr -
WV |xe localhost test Edit. |
I~ |orel localhost Scott Delets |

Datazource

Schivate |

Figure 13-6 Data source Configuration

The upper part of the Data source Configuration Panel displays the Remote Manager’s
currently active database connection. This database and user/scheme is used to manage data.
There is always just one data source set active.

The list below displays predefined data sources, the active one is marked with a hooked
checkbox.
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13.7.1 Defining a data source

To add a new data source configuration press the Add — button on the right side of the data
sources list and fill out the configuration data:

Hew Datasource il
DB-Type IEIrau:Ie vI

Huost Idl:usewer
Puart |1 521
Izer Inele ZEf

Database /SID |RMDE|

. Cancel

Figure 13-7 Define a new data source

These connection options can be configured:
- DB-Type: the database type, i.e. either a Oracle or a SAP-DB database system.
- Host: the hostname where the DBS is running.
- Port: the port the DBS uses for incoming requests.
- User: The user / schema —hame the RM connects to.
- Database: Name of the database, the SID for Oracle systems.

Options Port and Database can not be configured for SAP-DB.

Note: For the database user the role resource must be granted to enable the user to create
the scheme objects.

Use buttons Edit and Delete preconfigured data sources.
Button Test checks if the active data source is still valid.
13.7.2 Setting an active Data source

To activate a predefined data source press the Activate button. Next the user will be asked to
enter the password for the selected data source:

Datasource Password il

| zer: Itest

Pazzword: Iw*w*w*w*w|

ok I Cancel

Figure 13-8 Enter Data source — PW

Within the Data source activation process the application checks if a valid database scheme is
found. If no scheme is found a new one is created, an outdated one is updated, and if the
scheme contains unknown data, this data is overwritten. For each action the user is asked for
confirmation:
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warning! x|

» | Specified Datasource contains no scherma !
-
- Create a new one ¥

il Abbrechen |

Figure 13-9 Confirm creating new DB-scheme

Note: Overwriting existing data means to clear the entire db-scheme, not only outdated tables
used by IGEL Remote Manger !

13.7.3 Copy Data source

RM Administrator provides a powerful functionality to mirror or migrate the Remote Manager
application data from one database system to another. If you select Copy Button in the Active
Data source panel, the data is transferred from the active data source to any other predefined
Data source:

5E|EE|: Target-Database: x|

D atabaze Huost I zer

[ |mdb lozalkost NEWLIZET

Ok I Cancel

Figure 13-10 Select a target data source

Once the copy process been has successfully completed (this can take a while, approximately
30 minutes for a database with thousand of thin clients), the user is asked if the target data
source is the new active data source.

14 Troubleshooting

14.1 Log files

Whenever you experience problems with the software, you should have a look at the log files of
the IGEL Remote Manager. Since the IGEL Remote Manager exists of different modules
programmed in different languages, there are different locations where you can find log
messages.

The SAP DB and the IGEL TC Server write their messages into the Event Log system. If you
want to send the message from the Event Log to your supporter, right click on the application
protocol and select Save Log File As and in the Save As dialog box choose Text as type from
the drop down list.

The IGEL GUI Server writes log messages in files in the directory
<installation_directory>\rmguiserver\logs. There you find the files stderr.out, stdout.out,
catalina.xxxx.log where xxxx stands for a date.

If the Remote Manager Console or the Remote Manager Administrator tool seems to make
trouble, you can start these applications from the command shell in the following manner so that
they write additional information in a log file:
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IGEL Remote Manager Console
(Windows) RMClient.exe —is:log <filename>
(Linux) ./RMClient.bin —is:log <filename>

IGEL Remote Manager Administrator:

(Windows) RMAdmin.exe —is:log <filename>
(Linux) ./RMAdmin.bin —is:log <filename>

When running the application until the error occurs, the file contains logging information that
usually helps to track down the problem.

14.2 Known issues

Issue:
After the installation or an update you cannot connect form the Remote Manager Console to the
server.

Possible reasons and solutions:

e Have alook at the <installation_directory>\rmguiserver\logs\stderr.log file. If you find a
message java.net.BindException: Address already in use there is another application which
listens on the GUI Server Port or JWS Port.

Solution: Use the Remote Manager Administrator utility to change the port(s).

e The cacerts file does not match to the Remote Manager Server installation or is missing
Solution:: If you are connecting from remote to the Remote Manager Server, copy the file
<installation_directory>\rmclient\cacerts from the server installation to the remote PC. If the
file on the server does not exist or does not match, you can create a matching cacerts file
with the following two commands (after removing the wrong file where applicable):

<installation_directory>\_jvm\bin\keytool -export -alias igelkey -file <
installation_directory>\key.tmp -keystore
<installation_directory>\rmguiserver\irm_keystore —-storepass igelkey (one
line)

<installation_directory>\_Jjvm\bin\keytool —-import -alias igelkey —-file
<installation_directory>\key.tmp —-keystore
<installation_directory>\rmclient\cacerts —-storepass igelkey -noprompt
(again one line)

Issue:
You can connect from the Remote Manager Console to the server, but when you try to register
a Thin Client after scanning, an error occurs:

Possible reasons and solutions:
e Look in the Event Viewer for additional information. If it is a database problem, have a
check if the ODBC settings are correctly.
e In same cases security and firewall software (e.g. the Windows XP Internet Connection
Firewall) prevents the IGEL Remote Manager from working.
Solution: Uninstall the Internet Connection Firewall or install the IGEL Remote
Manager on a computer without security software
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